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Abstract
The key features of the modern Internet governance system are its decentralized structure, inhomogeneous internal “geography,”
and the diverse nature of its decision-making actors. These factors determine the complexity of the decision-making process on
Internet governance-related issues. Under these conditions, the BRICS group of Brazil, Russia, India, China, and South Africa is
viewed as a suitable platform to establish a common ground and align the interests of the participating countries on five key
spheres of Internet governance: infrastructure development, legal matters, economic issues, development, and social and cultural
perspectives. The goal of this article is to study BRICS’ approach to Internet governance. The study presents an analysis of the
BRICS countries’ priorities regarding Internet governance and incorporates a panel data on BRICS’ commitments and decisions
regarding the issue. Several conclusions on the BRICS approach to Internet governance were drawn: the most prominent sphere
for BRICS cooperation is digital infrastructure development; considerable discrepancies exist among the BRICS states regarding
managing Internet content that contribute to a lack of concrete decisions on social and cultural aspects of Internet governance;
there is a step-by-step convergence of the BRICS counterterrorism and counter-extremism agenda with a broader issue of
cybersecurity. The author assumes that the infrastructure component dominates the BRICS Internet governance discussion due to
China’s influence, which gives it the potential to be one of the key players and agenda-setters within BRICS, along with Russia.
Steady incorporation of the counterterrorism and counter-extremism agenda into the cybersecurity discussion is strongly
supported by Russia, in keeping with its declared national priorities regarding Internet governance. In the author’s opinion, it
would be problematic for BRICS to reach a collective decision regarding Internet content governance given the conflict of
interests among the participating countries revealed by this analysis.
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Introduction
The Internet, as a unique network technology, is the basis of a growing digital economy that is “that
part of economic output derived solely or primarily from digital technologies with a business model
based on digital goods or services” [Bukht, Heeks, 2017, p. 13]. Estimates of the digital economy’s
size vary from 4.5–22.5% of the global GDP depending on the selected methodology; some scholars
argue that digitally developed states experience growth rates that are 1.7 times greater than the global
average [Herbert, Loudon, 2020, pp. 2, 8]. Thus, the Internet and information and communications
technologies (ICTs) in general can be regarded as the most important means of production today
[Pozdnyakova et al., 2019].
Along with benefits, the Internet facilitates various threats due to the Internet’s nature — namely its
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decentralized structure 2 and inhomogeneous internal “geography” 3—which obstructs attribution of
threat to states and personal digital security to a particular jurisdiction and thus impedes the ability to
give new dangers a proper response [Lukackij, 2015; Verhelst, Wouters, 2020, p. 142]. The
importance of countering Internet-driven threats is acknowledged at a very high level—many
countries, 4 including the Russian Federation [President of the Russian Federation, 2016], have
adopted information security doctrines or similar documents that prioritize cybersecurity.
The main problem within this context is the lack of a central decision-making body responsible for
development of the Internet and for settling current issues related to its functionalit y. The
international Internet governance regime is still being formed. Only a few specific technical issues,
such as internet addressing, 5 usage of the domain name system (DNS), allowing networked devices to
communicate, and the assignment and administration of the top-level domain system (including
public domains such as “.com”) can be regarded as settled [Kasenova, 2013, pp. 44 –5].
As discussed in the academic literature, Internet governance is more than mere technical regulation
and implies economic aspects, cybersecurity, the human rights agenda, intellectual property rights,
digital taxation, and many other issues [Kurbalija, Gelbstein, 2005; Zinovieva, 2010, 2015].
Discussion and negotiations will lead to the formulation of common principles, norms, re gulations,
and decision-making procedures shaping the Internet’s evolution and usage [Kurbalija, Gelbstein,
2005, p. 13]. It should be noted that Internet governance itself is a sub sphere of cyber domain
governance [Nye, 2014], adding a vertical perspective to the issue.
Besides semantic plurality, the notion of Internet governance must take account of the involvement of
actors of various types. States, while remaining the bearers of Westphalian or “classical”
sovereignty, 6 when addressing issues of governing the digital realm have lost ground against
professional communities responsible for standard-setting, led by the Internet Society (ISOC),
international discussion platforms like the United Nations (UN) Internet Governance Forum (IGF),
non-profit organizations, and other actors [Mueller, 2019; Lebedeva et al., 2016; Liaropoulos, 2013,
2016; van Horenbeeck, 2018].
Thus, one may conclude that emergence of a universal model of Internet governance is highly
unlikely; it would require a high level of convergence of interest among multiple actors of different
natures, pursuing their own interests [Kurbalija, Gelbstein, 2005, p. 34]. This explains why an
international consensus on Internet governance issues has not been reached so far, despite the
importance of the Internet to the global community. Taking into account the rapid pace of
innovations, which is far ahead of the political decision-making process [OECD, 2019], an optimal
way to reach consensus on Internet governance is a worthy subject for research.
The complexity of the issue hangs together with a main trend in global politics, namely a drive to
polycentricity [Kuznetsov, 2020, p. 124]. The institutional basis and structure of global politics is
changing rapidly, leading to emergence of new forms of international cooperation that are based on a
more fair system of exchange and allocation of power; the political process itself at present is
multilayered and networked [Kuznetsov, 2020, p. 124]. These tendencies elevate the influence of
transregional governance bodies with club-like structures—the Group of 20 (G20) and the BRICS
grouping of Brazil, Russia, India, China, and South Africa.
Why are these structures of particular interest when discussing Internet governance? The main
advantage of G20/BRICS-like institutions is that they are more flexible than traditional international
organizations when it comes to decision-making. The UN remains the primary platform for building
international consensus on cybersecurity; however, one cannot ignore difficulties accompanying the

This refers to the fact that there is no single decision-making body responsible for governing issues related to the global network’s
functionality and development. These functions are unevenly diffused among various actors including states, international
organizations, professional communities, and others [Vasilkovsky, Ignatov, 2020].
3
Of note are several papers by D. Barinova on the issue of Internet mapping and its asymmetry [2010a, 2010b, 2011].
4
See, for example, the U.S.’ Interim National Security Strategic Guidance [The White House, 2021], the EU’s Cybersecurity
Strategy for the Digital Decade [EU, 2021], and Korea’s National Cybersecurity Strategy [Republic of Korea, 2019].
5
The so-called system of IP addresses.
6
When discussing Internet governance, the term “digital sovereignty” is used more often. See the review of the concept of
sovereignty by S. Couture and S. Toupin [2019]
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negotiation process. 7
BRICS, as a transregional body, could serve as an effective mechanism for finding common ground
on Internet governance issues and could bolster international support for it. Here are the arguments.
BRICS enjoys all the advantages of transregional governing bodies. To begin, BRICS is free from a
complex bureaucracy that hampers discussion [Kuznetsov, 2020]. Against the criticism that this
feature impedes practical cooperation [Cooper, Farooq, 2015; Kokotsis, 2017; Tol oraya, Chukov,
2016; Toropchin, 2017], analysis of BRICS’ institutionalization process gives a reason to be
optimistic. Launched in 2014, the BRICS New Development Bank “represents a formal institutional
extension of the BRICS as an informal club” [Cooper, Farooq, 2015, p. 36], proving its resiliency and
potential to make collective decisions despite existing political and economic controversies among
some of the members. Moreover, BRICS, being an “exclusive club,” not only creates its own
mechanisms but also exercises “catalytic influence” over other global governance institutions,
stimulating or promoting shifts and reforms of international organizations [Larionova, 2016, p. 77].
Another argument in favour of BRICS derives from the results of analysis of B RICS states’
performance when it comes to fulfilling the commitments made at annual summits. Their shared
“understanding of the urgency for collective action” [Larionova, Rakmangulov, Shelepov, 2016, p.
89] allows for performance at a quite high average score of 74%. 8 As discussed below, BRICS’
decisions on ICT development and digital growth are among those with the highest scores regarding
fulfilment [Larionova et al., 2020]; for many years, the total number of commitments on this issue has
been growing as well.9
BRICS might be considered a priority platform for discussing reform of the Internet governance
system due to the current geopolitical situation and the broader context of Russia’s national priorities.
All BRICS members participate in G20 discussions together with global digital leaders. However, the
G20 tends to follow the recommendations of the Organisation for Economic Co-operation and
Development (OECD) regarding digital cooperation and development [Larionova, Shelepov, 2021, p.
43]; BRICS’ influence over the OECD decision-making process is quite limited. One cannot ignore
the inconsistency of Russian and U.S. positions within the UN-led negotiation process [Ibid., p. 33].
Also, it should be noted that there is a more or less comparable level of digital development among
BRICS countries [Ignatov, 2020] and thus, some general communality of digital development goals.
Analysis of available literature on the subject proves the necessity of a deeper exploration.
Researchers of BRICS’ Internet governance often ignore the specificity of BRICS as an institution,
focusing on unilateral actions of the members without explicit relation to the institution’s agenda
[Araújo Monteiro Neto, 2018; Belli, 2021; Galloway, 2015; Polatin-Reuben, Wright, 2014; Sokolov
et al., 2017]. Other authors analyze BRICS’ digital agenda, but the available examples focus on the
digital economy at large without an explicit reference to Internet governance [Ignatov, 2020;
Inshakova, Mitrofanova 2020; Morozkina, 2020; Tkachenko, 2018].
The present article is designed to bridge this gap. BRICS’ agenda on Internet governance, and the
factors that shape it, are studied through an examination of BRICS countries’ strategic documents to
determine their priorities regarding Internet governance and the collective decisions taken by BRICS.
The article is structured as follows: first, the issue of the Internet governance subject field, meaning
7

An illustrative example is the outcome of negotiations within the UN-backed Group of Governmental Experts (GGE) and the
Open-Ended Working Group (OEWG) on cybersecurity; the latter was launched following Russia’s proposal, which came after
the GGE process had failed to produce any kind of a tangible result. Due to inconsistencies of Russia’s and the U.S.’ positions,
both formats have been operating simultaneously since 2018. The U.S. favoured discussion in the closed format of the GGE; Russia
invited all concerned parties to participate. Concluding reports were presented in March–May 2021 but neither the GGE nor the
OEWG achieved a breakthrough; conclusions in both cases were compromises by nature and included an invitation to continue the
discussion to find a long-sought consensus.
8
This analysis draws on the University of Toronto and the Center for International Institutions Research (Moscow) joint project’s
results. See the BRICS Compliance Assessment [BRICS Information Centre, n.d.].
9
Based on the panel data and the Moscow summit compliance assessment (2015–20), the share of ICT/digital economy-related
decisions made by BRICS has reached 4.2% out of the total number. Russia’s BRICS presidencies in 2015 and 2020 are marked
with 18 and 16 decisions made on the issue, respectively; 58 decisions were made in five years in total. BRICS makes seven specific
collective decisions on this issue annually.
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key aspects of managing the global web that require taking multilateral actions, is discussed; then, th e
results of the analysis of BRICS members’ Internet governance strategic priorities and BRICS’
multilateral decisions on the issue, reflected in ministerial agreements and leaders’ declarations, are
presented.
Along with general scientific methods—content analysis, historical method, and comparative
analysis—the methodology developed by the University of Toronto to study the compliance of the
Group of 7 (G7), the G20, and BRICS is applied. This methodology is very important as it provides
enough empirical data to deliver substantiated expert conclusions regarding the institution’s agenda
and prospects. 10
Internet Governance: Setting the Subject Field
Discussion of the subject field of Internet governance is something more than “merely linguistic
pedantry” [Kurbalija, Gelbstein, 2005, p. 10]. The plethora of participating actors and issues for
discussion is accompanied by a broad list of potential cooperation formats and collective discussion
mechanisms. A visual interpretation of this complex matter was prese nted for the first time by the
Diplo Foundation in 2005; it is known as “The Internet Governance Cube” (Figure 1).

Figure 1. The Internet Governance Subject Area
Source: Prepared by the author based on J. Kurbalija and E. Gelbstein [2005].
J. Kurbalija and E. Gelbstein, the authors of the model, described it in the following way:
“The WHAT axis is related to the ISSUES of Internet Governance (for example, infrastructure,
copyright, privacy). It conveys the multi-disciplinary aspect of this approach. The WHO axis of the
cube focusses on the main ACTORS (states, international organizations, civil society, the private
sector). This is the multistakeholder side. The WHERE axis of the cube deals with the
FRAMEWORK in which Internet issues should be addressed (self-regulatory, local, national,
regional, and global). This is a multi-layered approach to Internet Governance. When we move pieces
in our cube we get the intersection—HOW. This is the section of the cube that can help us to see how
particular issues should be regulated, both in terms of cognitive-legal techniques (e.g. analogies) and
in terms of instruments (e.g. soft law, treaties, and declarations). For example, one specific
intersection can help us to see HOW privacy issues (what) should be addressed b y civil society (who)
at the national level (where)” [2005, p. 143].
The “where” and “who” questions are already answered—the positions of Brazil, Russia, India,
10

For more information on the used method see: Global Governance Program [2020].

INTERNATIONAL ORGANISATIONS RESEARCH JOURNAL. 2022. Vol. 17. No 2. P.

INTERNATIONAL ORGANISATIONS RESEARCH JOURNAL. Vol. 17. No 2 (2022)

China, and South Africa on the key issues of Internet governance are discussed below, followed by
analysis of how they transform into collective BRICS decisions. The “what” axis requires further
explanation.
Kurbalija and Gelbstein identify five baskets on which the Internet governance system is built —the
infrastructure and standardization basket; 11 the legal basket; 12 the economic basket; 13 the development
basket; 14 and the socio-cultural basket 15 [2005, p. 27]. These baskets will be used to compare BRICS
members’ priorities regarding Internet governance. Then, BRICS’ collective decisions will be
classified and analyzed following the same pattern.
BRICS Members’ Declared Priorities
Analysis of the strategic documents of Brazil, Russia, India, China, and South Africa make it possible
to highlight matching priorities on the above-mentioned Internet governance subject baskets.
Development of backbone digital infrastructure turned out to be a matter of mutual interest for the
BRICS states (see Table 1). Some discrepancies can be explained by existing gaps regarding digital
development in general; Russia and China take the lead in this regard [Ignatov, 2020]. These two
countries prioritize infrastructure development in remote areas without focusing on providing better
access to the poor, as India, Brazil, and South Africa do.
Another interesting case is China’s attitude toward building international partnerships. Among BRICS
members, it is only China that declares this to be a national priority. Implementation of infrastructure
projects in Arabic countries and acceleration of the China-ASEAN Information Harbor are included
in the Digital Silkroad concept. The other BRICS states are more concerned with domestic matters in
this regard.
Table 1. BRICS Members’ Declared Priorities on the Infrastructure Internet Governance Basket
Brazil

Russia

India

China

South Africa

Key Documents, Strategies and Programs

Digital
Transformation
Strategy
[Government of
Brazil, 2018];
Economic and
Social
Development
Strategy Until
2031[Government
of Brazil, 2021]

National program
“Digital Economy
of the Russian
Federation”
[Government of
Russia, 2019a];
Spatial
Development
Strategy of the
Russian Federation
Until 2025
[Government of
Russia, 2019b]

Program “Digital
India”
[Government of
India, 2015];
National Digital
Communications
Policy
[Government of
India, 2018]

14th Five-Year
Plan
[Government of
China 2021a];
National strategy
for
informatization
development for
2006–2020
[Government of
China, 2006]

National
Development
Plan 2030
[Government of
South Africa,
2012]

Priorities

11

The telecommunications infrastructure, technical standards, Internet protocol, the domain name system, root
servers, Internet service providers, and the economic model for internet connectivity, among other things.
12
Intellectual property rights, trademarks, copyrights, patents, cybercrime, labour law, and privacy and data
protection, among other things.
13
E-commerce, consumer protection, taxation, customs, e-banking, and e-money.
14
Digital divide, universal access, and strategies for overcoming the digital divide.
15
Content policy, human rights, multilingualism and cultural diversity, global public good, and education.
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National digital
infrastructure
development,
focus on poor and
remote areas

National digital
infrastructure
development, focus
on remote areas

National digital
infrastructure
development,
focus on poor and
remote areas

Small and
middle-sized
cities, rural areas
digital
infrastructure
development,
international
networked
projects,
including the
Digital Silkroad

National digital
infrastructure
development,
focus on poor
and remote
areas

Among the typical issues in the legal basket of Internet governance, cybersecurity is turning out to be
the most discussed topic in BRICS countries’ strategic documents (see Table 2). The BRICS quintet
can be divided into two groups—the Brazil-Russia-China troika and the India-South Africa duet—
each pursuing different models of securing digital sovereignty—strong and weak, respectively.
S. Couture and S. Toupin reviewed the strong and the weak digital sovereignty concepts [2019].
Based their findings, the weak sovereignty concept refers to attempts by private entities to provide
data security focusing on digital rights, while the strong sovereignty concept implies government
policy aimed at ensuring national security. 16
In the first case, the role of the state seems limited as data governance issues do not necessarily
correspond with state security. From this point of view, there are some similarities in India’s and
South Africa’s declared priorities. It should be mentioned that India prioritizes a user data localization
agenda that may demonstrate the country’s steady drive to a more explicit strong sovereignty policy. 17
The other BRICS states put forward a data localization agenda as well, but as of now India does not
aim to establish centralized data and related cyber risks management systems.
Brazil, Russia, and China might be combined as strong digital sovereignty advocates. The troika
values a centralized data governance model; in the case of Russia, the goal is to strengthen the
country’s sovereignty in the information domain following the national security strategy’s wording.
BRICS’ common ground in this respect is the promotion of international cooperation. Along with
typical practice-oriented goals such as exchanges of good practices and capacity devel opment, it is
more active participation in the decision-making processes of the key international platforms
regarding the applied standards that is shared by all BRICS members as a first-class priority. Here
should be noted South Africa’s focus on the African Union as a key international body to discuss and
formulate multilateral decisions regarding cybersecurity.
BRICS’ Internet governance agenda for the economic basket is mostly concentrated on issues related
to e-commerce and digital platforms governance (see Table 3). All BRICS countries are interested in
continuous growth in the volume of e-commerce; however, the partnering countries play on different
fields when it comes to assessing the maturity of state policy on the matter. Brazil, Russia, and China
have already passed the initial stage of formulating state policy on e-commerce and now focus on
competition and the protection of users’ rights on digital platforms along with building-up
international partnerships to define “rules of the road.” India recently announced that its national ecommerce strategy is under development; as of the time of writing, the strategy had not been
finalized. With the exception of the Digital Communications Law adopted in 2005 manifesting
promotion of e-payment instruments among micro, small and medium enterprises (MSMEs), analysis
of South Africa’s strategic documents did not show any other priorities regarding economic aspects of
Internet governance.

16
17

Couture and Toupin use the concept as explained in D. Polatin-Reuben and J. Wright [2014].
See the article by A. Mukhopadhyay on developing country discourse on data localization [2020].
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Table 2. BRICS Members’ Declared Priorities on the Legal Internet Governance Basket
Brazil

Cybersecurity strategy
[Presidency of the Republic of
Brazil, 2021a]

Russia

India
China
Key Documents, Strategies and Programs
National security strategy of
14th Five-Year Plan
the Russian Federation
[Government of China,
[President of the Russian
National Digital
2021a];
Federation, 2021];
Communications Policy
Personal Data protection law
“Information Security”
[Government of India, 2018]
[Government of China,
Federal project [Government
2021b]
of Russia, 2019c]

South Africa

South Africa Cybersecurity
Policy Framework
[Government of South Africa,
2015]

Priorities

National legislation
adaptation;
establishment of centralized
cyberthreats management
system;
capacity building and sharing
in expertise and practices

Strengthening of sovereignty
in the cyber domain;
cyberthreats prevention;
data localization;
capacity building;
international cooperation on
related matters

Compliance with the net
neutrality principle;
personal data rights;
data privacy protection

Data management
centralization (gathering,
storage and usage);
personal data online
validation system
improvement;
transparent multilateral
cybersecurity decisionmaking process on
international fora

Cybercrime cooperation
within the African Union
along with regional and
transregional initiatives;
more active involvement in
multilateral decision-making
process;
promotion of cybersecurity
culture
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Table 3. BRICS Members’ Declared Priorities on the Internet Governance Economic Basket
Brazil

Russia

India

China

South Africa

Key Documents, Strategies and Programs
“Internet+”
Strategy [Xu,
2015];

Digital
Transformation
Strategy
[Government of
Brazil, 2018]

Draft ECommerce
Policy
[Government of
India, 2019];

Digital Platforms
and Ecosystems
State Regulation
Concept
[Government of
Russia, 2021]

“Digital India”
Program
[Government of
India, 2015]

14th Five-Year
Plan [Government
of China, 2021a];
Anti-Monopoly
Guidelines for the
Platform Economy
Industries
[Government of
China, 2020];

Electronic
Communications
Act (2005)
[Government of
South Africa,
2005]

Digital renminbi
White Paper
[Government of
China, 2021c]
Priorities

Working on
international
agreements on ecommerce
platforms’
exploitation

Net neutrality
as digital
platforms’ basic
working
principle

Exercising control
over digital
ecosystems

Competition
protection against
foreign digital
monopolists

E-payment
instruments’
proliferation
among MSMEs

The development basket of BRICS’ Internet governance agenda is focused on the digital
infrastructure availability provision and the spread of digital skills (see Table 4). Inconsistencies
found in the analysis of BRICS’ strategic documents can be explained by differences in the members’
digital development levels. Thus, Russia prioritizes proliferation of advanced digital skills in cluding
programming, Internet of things-based solutions, cloud computing, and so on, while Brazil, India, and
South Africa, and China to some extent, are more focused on providing access to basic digital skills
with a special emphasis given to rural populations and marginalized strata.
Table 4. BRICS Members’ Declared Priorities on the Internet Governance Development Basket
Brazil

Russia

India

Key Documents, Strategies and Programmes
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Digital
Transformation
Strategy
[Government of
Brazil, 2018]

“Personnel
for the Digital
Economy”
Federal
Project
(2019–2024)
[Government
of Russia,
2019d]

“Digital India”
Program
[Government of
India, 2015]

14th Five-Year
Plan
[Government of
China, 2021a]

Bridging the
gap in basic
digital skills and
digital
infrastructure
accessibility

Bridging the
gap in digital
infrastructure
accessibility

National
Development
Plan 2030
[Government of
South Africa,
2012];
National Digital
and Future
Skills Strategy
[Government of
South Africa,
2020]

Priorities
Bridging the
gap in basic
digital skills and
digital
infrastructure
accessibility

Remote areas
digital
infrastructure
development;
advanced
digital skills
proliferation

Bridging the
gap in basic
digital skills and
digital
infrastructure
accessibility

Considerable differences were found in the BRICS members’ positions regarding the Internet
governance social-cultural issue basket (see Table 5). All BRICS countries declare adherence to
human rights protection principles both online and offline, but each case is characterized by a variety
of realization practices.
Among the BRICS states, Brazil and South Africa might be considered the most liberal regarding
Internet materials regulation. Available assessments do not contain any tangible proof of either th e
Brazilian or the South African governments suppressing digital platforms or Internet users, or
consistency in such attempts if there are any. 18 South Africa is the only member that puts forward
promotion of cultural and language diversity while discussing Internet governance.
Russia, India, and China execute selective content control policy on the Internet. In Russia,
information that is considered to violate constitutional order is strictly contained; China works to
control the spread of information regarding the status of Taiwan and Tibet, the situation in XinjiangYugur autonomous region, and public criticism of the Chinese government. In India, there are some
limits on spreading information regarding the activities of particular religious and human rig hts
activist groups and the spread of novel coronavirus; published in 2021, India’s Intermediary
Guidelines and Digital Media Ethics Code requires digital media operators to filter and delete
unwarranted content within 36 hours of an official notification to do so [Republic of India, 2021].

18

Published in 2021, Jair Bolsonaro’s presidential order limited the right of major digital platforms to dispose or
contain the spread of information circulating over the Internet without court ruling unless this information is regarded
as justification of terrorism, threat of violence, sexual abuse, or cybercrime.
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Brazil

Russia

India
China
Key Documents, Strategies and Programs
Federal
Law
“On
Amending
“On
Communications” Federal
Law” 30 December 2020
[Government of Russia,
The Internet and the
Cybersecurity Law
2020];
Digital Bill of Rights
[Government of China,
Federal
Law
“On
[Presidency of the
Intermediary Guidelines
2017];
Information, Information
Republic of Brazil, 2014];
and Digital Media Ethics
Counterterrorism Law
Technologies
and
Provisional measure
Code [Government of
[Government of China,
Information
Protection”
No.1068 6 September
India, 2021]
2015]
[Government of Russia,
2021 [Presidency of the
2006]
Republic of Brazil, 2021b]
Information
security
doctrine of the Russian
Federation [President … ,
2016]
Priorities
Provision of basic citizen Executing strict control Executing strict control Executing strict control
rights on the Internet;
over Internet content to over specific types of over Internet content and
democratic and transparent ensure constitutional order, Internet
content
by behaviour of Internet users
Internet governance
provision of citizen rights, establishing requirements
traditional values;
for digital media
building-up resilient and
non-conflictual
intergovernmental relations
in the information sphere
Table 5. BRICS Members’ Declared Priorities on the Internet Governance Social-Cultural Basket

South Africa

National Integrated Policy
ICT White Book
[Government of South
Africa, 2016]

Provision of basic citizen
rights on the Internet;
cultural and language
diversity on the Internet;
democratic and transparent
Internet governance
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Thus, analysis of BRICS members’ priorities on Internet governance shows that infrastructure
development and overcoming the digital gap agenda are the top shared priorities. Imbalances in
the BRICS countries’ digital development levels explain differences in declared priorities
regarding the Internet governance economic basket agenda; however, the most significant
differences were found with respect to Internet content and regulation of users’ behaviour.
Internet Governance in BRICS’ Documents and Decisions
BRICS addressed digital development issues for the first time at the first communications
ministers meeting in 2015, during Russia’s second presidency. Before this, digital development
had been an integral part of the broader scientific cooperation agenda [Larionova et al., 2020].
Digital development is an important topic for BRICS as indicated by the total number of
commitments attributed to the ICT and digital economy sphere, to which the Internet governance
agenda is connected. This issue block stands quite close to the counterterrorism, macroeconomics,
regional security, trade, and development spheres that form the core BRICS agenda.
Table 6 presents the results of analysis and classification of BRICS’ decisions regarding Internet
governance following the Internet Governance Cube model.
Table 6. Selected Decisions and Multilateral Initiatives Taken by BRICS on Internet Governance
Baskets

Decisions (Examples)

Infrastructure

We commit ourselves to focus on expanding universal access to
all forms of digital communication and to improve awareness of
people in this regard (Ufa, 2015) [BRICS, 2015b]

We will enhance joint BRICS research, development and
innovation in ICT including the Internet of Things, Cloud
computing, Big Data, Data Analytics, Nanotechnology, Artificial
Intelligence and 5G and their innovative applications to elevate
the level of ICT infrastructure and connectivity in our countries
(Xiamen, 2017) [BRICS, 2017c]

+ Terms of Reference of BRICS Model E-Port Network [BRICS,
2017a]

We will continue to take mutually beneficial initiatives in the six
cooperation areas identified in the Work Plan, as agreed at the
BRICS 2nd PartNIR meeting held in Brasilia in September 2019,
including establishing BRICS industrial and science parks,
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innovation

centers,

technology

business

incubators

and

enterprises network (Brasilia, 2019) [BRICS, 2019b]
[… members of BRICS will take steps to:] expand BRICS
collaboration on software and ICT equipment, and realization of
projects in this realm (Moscow, 2020) [BRICS, 2020b]
Legal

We will advocate the establishment of internationally applicable
rules for security of ICT infrastructure, data protection and the
Internet that can be widely accepted by all parties concerned, and
jointly build a network that is safe and secure (Xiamen, 2017)
[BRICS, 2017c]

We reaffirm the importance of advancing the intra-BRICS
cooperation, including through the consideration of relevant
initiatives and the implementation of the BRICS Roadmap of
Practical Cooperation on Ensuring Security in the Use of ICTs
(Moscow, 2020) [BRICS, 2020b]

Economic

We will act on the basis of principles of innovation, partnership,
synergy, flexibility, open and favorable business environment,
trust and security, protection of consumer rights in order to ensure
the conditions for a thriving and dynamic digital economy, that
will foster global economic development and benefit everyone
(Xiamen, 2017) [BRICS, 2017c]

+ BRICS E-Commerce Cooperation Initiative [BRICS, 2017b]

[In the context of accelerated development of the e-commerce
sector and increased volume of online transactions worldwide,] we
will enhance our cooperation through the BRICS Ecommerce
Working Group (Moscow, 2020) [BRICS, 2020b]

Development

We affirm our commitment to bridging digital and technological
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divides, in particular between developed and developing countries
(Goa, 2016) [BRICS, 2016]
[… members of BRICS will take steps to:] address digital divide
by bridging the gap in access of BRICS population to digital
infrastructure, digital skills and digitally-enabled services and
ensure inclusion of digitally deprived segments of society by
laying special stress on improving the access and connectivity of
people living in rural areas, as well as groups of persons with
disabilities, to the Internet (Moscow, 2020) [BRICS, 2020b]

Social-cultural

[… members of BRICS will take steps to:] develop digital literacy
programs for harmonious and inclusive adaptation of the BRICS
population (Moscow, 2020) [BRICS, 2020b]

The most developed Internet governance basket within the BRICS agenda is infrastructure
development. Almost every presidency has resulted in a concrete, implicit collective decision on
network development. China’s second presidency (2017) and Russia’s second and third
presidencies (2015 and 2020, respectively) can be seen as turning points in this regard.
Some of the collective BRICS decisions are worth further explanation.
The first BRICS collective decisions on Internet governance were the ICT Development Agenda
and the Action Plan adopted in 2016 during India’s presidency [BRICS Working Group on ICT
Cooperation, 2016]. The agenda and plan elaborate concepts expressed at the first communication
ministers meeting in Moscow in 2015, resulted with the joint Communique “Expansion of
Cooperation in the Field of Communications and ICTs” [BRICS, 2015a].
At that meeting, the BRICS communication ministers addressed a wide range of issues, namely
existing development gaps and software distribution, global market diversification, bridging
global digital inequality (emphasizing developing countries), and respect for human rights. For the
first time, BRICS countries expressed the importance of the “establishment of mechanism for the
Internet governance based on the principles of multilateralism, democracy, transparency and
mutual trust” and highlighted “the sovereign rights of States to participate in governing the Internet
in their respective jurisdictions in accordance with international law and the adherence to
fundamental human rights and freedoms.”
The agenda and plan based on the above-mentioned communiqué [BRICS, 2015a] include the
establishment of the special BRICS Working Group—the track two BRICS ICT cooperation
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format. The 2016 plan prioritized an “open and secure” Internet and noted that “states should
participate on an equal footing involving relevant stakeholders in respective roles and
responsibilities.”
In 2017, during China’s second presidency, BRICS agreed on two major initiatives—the Terms of
Reference of BRICS Model E-Port Network and the BRICS E-Commerce Cooperation Initiative.
The first focused on the practical implementation of ICT in logistics, maritime infrastructure
management, and trade, while the latter aimed to establish a designated working group, better
communications with the BRICS business community, and joint research to facilitate eradication
of trade barriers.
South Africa’s 2018 BRICS presidency did not bring much to the table regarding digital
development and Internet governance. However, in Johannesburg, the leaders agreed to establish
the Partnership on New Industrial Revolution (PartNIR) designed as a platform facilitating
networking and sharing best practices, including in ICTs [BRICS, 2018].
In 2019, with Brazil as host, the BRICS communication ministers adopted a joint declaration
[BRICS, 2019a] dedicated to issues bordering the infrastructure and social-cultural baskets. The
ministers called for better access to broadband communications to facilitate inclusive growth and
sustainable development and highlighted the importance of digital skills proliferation and the
education systems and labor market’s adjustment to digital transformation. Digital security was
discussed from an unusual point of view as relating to more equal distribution of digital growth
benefits while providing reliable means of protection against emerging digital threats.
Russia’s 2020 BRICS-Shanghai Cooperation Organization presidency marked a long-term trend
of shifting BRICS’ Internet governance agenda from infrastructure and economic issues to the
legal basket with a special emphasis on security. In Moscow, BRICS states adopted the CounterTerrorism Strategy [BRICS, 2020a], which highlighted the goal of combatting “extremist
narratives conducive to terrorism and the misuse of the Internet and social media for the purposes
of terrorist recruitment.” The word “Internet” was mentioned three times in the Moscow leaders’
declaration: for the first time, the leaders addressed the issue of countering extremist material
spreading on the Internet, and in two other cases in relation to protecting children against illicit
content and online activities “harmful for their health and development.”
India’s 2021 BRICS presidency secured the trend toward deeper online security cooperation. In
New Delhi, the BRICS leaders adopted the Counter Terrorism Action Plan [BRICS, 2021] that
recalled BRICS’ decisions on containing the spread of extremist and terrorist narratives,
propaganda, and terrorist groups’ recruiting activities. During the summit, the leaders discussed
the overview of BRICS’ best practices on online financial safety. In the concluding declaration the
leaders expressed concerns over “increasing challenge to protect children from online sexual
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exploitation and from other content harmful for their health and development” and highlighted the
urgent need for active cooperation among BRICS states on countering terrorist content on the
Internet.
Conclusion
In a relatively short period of time, from 2015–21, BRICS fulfilled collective commitments on
Internet governance issues. Russia’s and China’s presidencies are marked with the most active
discussions and decision-making processes. Analysis of BRICS’ Internet governance agenda and
BRICS countries’ strategic priorities, collective decisions, and joint initiatives in this regard leads
to the following conclusions.
Quantitative analysis of BRICS’ Internet governance decisions shows that, among the five key
baskets, the infrastructure and economic components are the most prominent. China has been
actively promoting further discussions on issues related to digital infrastructure development.
Despite the fact that BRICS has transformed from a loosely connected group of fast-growing
economies into a multifaceted discussion platform [Kuznetsov, 2020, pp. 126–7; Larionova et al.,
2020], economic cooperation issues remain the top priority. China has launched a plethora of
collective initiatives on digital infrastructure development that match the country’s declared
development priorities. BRICS partners generally act in favour of China’s proposals. One may
expect that China’s 2022 BRICS presidency will give the infrastructure development agenda
proper attention, resulting in a series of collective decisions.
Another interesting observation regarding BRICS’ Internet governance agenda is the growing
importance of security-related issues, with a special emphasis on cybersecurity within the broader
context of counterterrorism and extremism policy. Among the BRICS states, it is Russia that
favours multilateral discussion on the matter; the partnering countries welcome such an initiative,
as is shown by the analysis of BRICS’ compliance. However, in contrast to the infrastructure
basket, the BRICS countries’ approaches to cybersecurity are diverse to a considerable extent, and
that could become an obstacle. This complex matter is beyond the scope of this article and requires
further exploration.
The other Internet governance issues—e-commerce, development, and social-cultural matters—
are presented in the BRICS agenda but draw much less attention. In practice, these have been the
subject of a relatively limited number of commitments and collective decisions. The essence of
decisions made on these matters should also be taken into account—for instance, the development
basket overlaps with the digital infrastructure component so broadly that it is somehow
overshadowed by it, such that the two could be folded into one.
Analysis of the BRICS agenda also shows that the widest gap among the partner countries lies in
the social-cultural Internet governance basket. The complexity of the decision-making process
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resulted in quite a few collective decisions that were defined by the existing diversities among the
BRICS states regarding the practical realization of human rights both offline and online. To make
it work, two major actors—Russia and China—must change their attitude; as of now, they
prioritize cooperation in other spheres.
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