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Abstract
The spread of digital technologies has led to the global digitalization of all types of public activities. The digital 
economy emerging during this process has become a leading factor in world economic growth and one of the criteria 
of national development. The digital economy is based on the Internet, which ensures the functioning of new 
business models, forms of social interaction and public diplomacy. The Internet’s governance system differs from 
other modern international systems of public and political relations in that the leading role in it is played by non-
governmental organizations, in particular, the Internet Corporation for Assigned Names and Numbers (ICANN) and 
the Internet Society (ISOC). The activities of states are significantly limited by the basic properties of the system, 
which complicates the implementation of the state’s digital sovereignty. The aim of this article is to determine ways 
to resolve this discrepancy.

Analyzing the current state of Internet governance, the authors outline the key characteristics that lead to 
potential conflict. These include decentralization, an insufficient evaluative level of accountability and lack of 
legitimacy. The authors analyze ICANN and ISOC toolkits and identify the key instruments that actually make 
organizations central to the Internet’s governance system. In conclusion, the authors provide recommendations for 
action by the international community to mitigate the identified imbalances.
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Introduction

In recent decades, the quick spread of the digital economy and the Internet as its main com­
ponent [Bukht, Heeks, 2018, pp. 148–51] has led to transformation of all aspects of social in­
teractions. Developments in the sphere of Internet-based economic activities raised the profile 
of the Internet as a means of production in various economic spheres [see Kaila, Tarp, 2019; 

1  The editorial board received the article in August 2020.
2  The article was written on the basis of the RANEPA state assignment research programme.
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Korchagin, Deniskina, Fateeva, 2019; Pozdnyakova et al., 2019; Shiroma et al., 2019; Zhang, 
Chen, 2019]. Growth in the traffic capacity of digital infrastructure3 opened prospects for pro­
liferation of digital trade: in 2017, the total amount of digitally delivered goods and services grew 
to $29 trillion [UNCTAD, 2019, p. 15]. As a result, the digital economy, also known as the 
Internet economy, makes up 22% of the global economy, and this figure tends to grow [Bukht, 
Heeks, 2018, p. 158].

At the same time, the Internet is acknowledged to be a source of new security threats. The 
European Union’s (EU) NIS Directive on the security of network and information systems 
across the Union is premised on the notion that the security of information networks, includ­
ing the Internet, plays the fundamental role in transboundary movement of goods, services and 
people and thus is the pillar of sustained functioning of the internal market [EU, 2016, Para. 3]. 

The Internet is a competition ground for various parties and groups of interests. At the 
same time, states’ decision-making capacities concerning the management of the Internet are 
quite limited despite the fact that they remain the main subjects of global policy by their nature 
[Haugen, 2020; Liaropoulos, 2013; Nye, 2014]. The Internet’s governance system is character­
ized by a relatively low level of accountability for the main non-state actors and thus the system 
itself could be defined as non-legitimate [Haugen, 2020; Keohane, 2011]. Selected papers argue 
for the more active participation of states in Internet governance, for instance, in human rights-
related matters [Zalnieriute, Milan, 2019].

Taking into account the conflictogenity of the Internet’s governance system, it is not 
surprising that states argue for more delegated power in Internet-related matters. The goal of 
gaining more weight in Internet governance is embedded in Russia’s doctrine of information 
security [President of Russia, 2016].

This article seeks ways to resolve the disproportions that are entrenched in the Internet’s 
governance system. We start with an analysis of the basic characteristics of the system which 
predetermine the conflict between the limitations of state sovereignty and the low level of ac­
countability for non-governmental parties. Next, we consider the main features of the main 
non-governmental parties in Internet governance – the Internet Corporation for Assigned 
Names and Numbers (ICANN) and the Internet Society (ISOC). We conclude with recom­
mendations intended to iron out the constraints of the Internet’s governance system. 

Basic Characteristics and the Role of States in Internet Governance

Internet governance is a complex process because ‘the Internet is, by definition, a complex sys­
tem that is not governed by some separate organization’ [van Horenbeeck, 2018, p. 6]. A brief 
overview of the emergence and development of the Internet allows for the identification of the 
contradictions that characterize this system.

In the late 1960s the U.S. created the Advanced Research Project Agency Network 
(ARPANET) system, a prototype of the modern Internet. Despite the fact that systems like 
ARPANET were under development in several other countries, it was the American project that 
became the forerunner [Paloque-Berges, Schafer, 2019, p. 4].

The first ARPANET sponsor was the Defense Advanced Research Projects Agency. The 
system was created to provide access to remote computers throughout the United States. Within 

3  The Organisation for Economic Co-operation and Development (OECD) proposed one of the most 
prominent definitions of this notion: ‘Digital infrastructures, including efficient, reliable and widely accessible 
broadband communication networks and services, data, software, and hardware, are the foundations on which 
the digital economy is based’ [OECD, 2017, p. 28]. In the past decade the carrying capacity of transnational 
data networks has grown by 45 times [Nye, 2017], and the total number of devices based on the ‘Internet of 
things’ technology is expected to surpass 20 billion [Naughton, 2016].
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the framework of ARPANET technologies were developed which subsequently determined the 
features of the modern Internet – in particular, data routing technology and the first version of 
the Internet protocol. In 1986, the former members of the ARPANET project created the In­
ternet Engineering Task Force (IETF), the first open professional organization with a focus on 
networking. The ARPANET project was scrapped in 1990 due to the revision of the budgetary 
policy of the U.S. Department of Defense.

Since the 1990s, the number of Internet users has grown at a rapid pace, surpassing one 
billion in 2006 according to International Telecommunication Union (ITU) statistics. The de­
termining factors for the spread of the Internet included falling prices for personal computers 
and the development of global infrastructure.

In the 2000s, the growing importance of the Internet made it urgent for the global com­
munity to find consensus on the basic characteristics of the global information network man­
agement system. The basic principles were enshrined in a declaration adopted during the World 
Summit on the Information Society in 2003–05. The declaration focused on ‘cooperation and 
partnerships between all stakeholders’ [UN, 2003, Para. 20], including governments, private 
companies, civil society, the United Nations (UN) and other international organizations. It 
also stated that ‘Internet governance encompasses both technical and public policy issues’ [UN, 
2003, Para. 49]. The declaration assigned responsibilities to all parties involved in developing 
the technical and economic aspects of the Internet and clarified the role of states: ‘Political 
authority over Internet-related public policy issues is the sovereign right of states. States have 
rights and responsibilities regarding Internet-related public policy issues at the international 
level’ [UN, 2003, Para. 49 (a)].

The variety of actors participating in the regulation of the Internet determines the complex­
ity of interactions between them and the impossibility of identifying a single centre in this system. 
Joseph S. Nye characterizes the Internet’s governance system as a complex regime, encompass­
ing the interaction of the actors involved at the physical and informational levels. Internet gov­
ernance is also a component of a more sophisticated cyberspace governance regime [Nye, 2014]. 
States ‘nesting among other subjects of <Internet> governance’ [Scholte, 2017, p. 166] oper­
ate mainly at the physical level, while private companies and international organizations mainly 
operate at the information level. It is from this level that the main threats emanate because the 
actions of attackers in the information space can cause disproportionately high damage at the 
physical level, ‘where resources are limited and have a high price’ [Nye, 2014, p. 5].

Cyberspace governance, as a new reality, presupposes the presence of fundamentally dif­
ferent instruments. With the integration of digital technologies into social and political realities, 
the role of cyber power is increasing and is no longer limited to states. The asymmetry gener­
ated by this phenomenon is leading to a redistribution of power in the international arena [Nye, 
2010].

The monopoly of states on the possession and exercise of traditional power does not at all 
predetermine their leadership in cyberspace. The relatively low cost of entering the market, user 
anonymity, and asymmetry in vulnerabilities mean that new actors have more opportunities to 
use hard and soft power in cyberspace than in other areas of international politics. The main 
problem here is the disproportionate power of states due to their traditional role in international 
affairs and their limited ability to control cyberspace.

The high cost of state activity at the information level determines the dominance of non-
state actors in it. Among other components, the addressing system and technical standards are 
important elements of the Internet’s management system. They are uniformly applied through­
out the entire space of the global network and without them the existence of the Internet is 
impossible. The first element is under the authority of ICANN, and the second is within the 
responsibility of organizations administered by ISOC (see Fig. 1).
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The actions of states at all levels of Internet governance are dictated by the logic of sov­
ereignty protection. But, in the context of Internet and cyberspace governance, we might use 
not the traditional approach to sovereignty, but the digital one. There are two ways to define 
the essence of digital sovereignty, which is critical for understanding the current role of states in 
Internet governance.

The first approach follows the traditional realist and neorealist understanding of the 
state’s role and the properties of state sovereignty in the context of the development of digital 
technologies. Researchers using this approach maintain the notion of the primacy of the state 
and national law in the digital (cyber) space, which leads to a similarity between the concepts 
of classical and digital sovereignty [see Franzese, 2009; Irion, 2012; Polatin-Reuben, Wright, 
2014; Qi, Shao, Zheng, 2018; Schmitt, 2013; Ukolov, Cherkasov, 2019; Wu, 1997; Zeng, Ste­
vens, Chen, 2017]. The state’s power over the elements of digital infrastructure located in na­
tional territories creates the basis for the expansion of sovereignty to cyberspace. Some authors 
[see Kukkola, Ristolainen, 2018] indicate that such a conclusion is not merely academic. They 
find its direct expression in the politics of some states – Russia, in particular [Ibid., p. 1]. Simi­
lar statements are found in the works of Chinese researchers [Qi, Shao, Zheng, 2018; Zeng, 
Stevens, Chen, 2017].

The second approach follows a more liberal tradition [see Bratton, 2015; Couture, Toupin, 
2019; Globerman, 1978; Grant, 1983; Istomin, 2020; Mueller, 2017]. Accordingly, the state is 
seen as one of the carriers of digital sovereignty, along with private companies [Grant, 1983; 
Istomin, 2020] and individuals [Couture, Toupin, 2019]. A ‘blurring’ of state sovereignty when 
attempting to project it into cyberspace is based on several factors, the main one being the 
creation of new technological solutions by private companies without the participation of states 
[Grant, 1983] as well as the limited presence of the state in new systems of digital development 
management [Bratton, 2015]. The inertia of the state in cyberspace means that, in some issues, 
its role has been limited to standard setting. For example, as in the case of managing the address 
space of the Internet – the ‘legitimacy of the activities’ of private companies is recognized ‘in 
the national law of states, in entities..., in international law...’ [Istomin, 2020].

Both approaches agree that on the physical level states have many more opportunities to 
realize their own digital sovereignty than on the information level. The state can control ele­
ments of digital infrastructure within its jurisdiction, which makes it possible on the physical 
level to consider digital sovereignty as identical to the classical, Westphalian notion of sover­
eignty [Nye, 2014, p. 8]. Conflicts at this level have a horizontal nature, which means states 
compete with actors of the same nature when exercising their cyber power.

At the information level, the situation is different. In controlling the digital infrastructure 
up to a certain limit, the state can apply the provisions of its own national law to regulate a 
separate segment of the Internet, but not the entire system. The conflict in this case has not 
only horizontal, but also vertical expression – states compete both among themselves and with 
actors of a fundamentally different nature, for example, with non-governmental organizations 
such as ICANN and ISOC, which ‘take into account opinions, but not the “voices” of states’ 
[Nye, 2014, p. 6]. At the same time, attempts to develop a general consensus on certain issues 
of Internet governance through international organizations such as ad hoc working groups of 
the United Nations and the ITU have not led to the development of a universal, practical solu­
tion. More results have been achieved at the level of regional and interregional agreements, an 
example of which is the 2001 Budapest Convention on Cybercrime. However, regarding that 
convention, the following statement is true: ‘The most significant cybercrime agreement to 
date was agreed upon before Facebook and Twitter, and roughly matches the dawn of digital 
giant Google. It is unlikely that this agreement will be able to cover the rapid transformation of 
Internet technologies that we see today’ [van Horenbeeck, 2018, p. 6].
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Based on the above discussion, we come to the conclusion that some of the very impor­
tant mechanisms that ensure the functioning of the Internet at the present stage were formed 
without the participation of states. This is partly due to the insufficient assessment level of ac­
countability of such mechanisms, and, as a consequence, the insufficient level of legitimacy of 
the Internet governance system as a whole.

In general, the concept of accountability for global governance institutions, to which the 
mechanisms of Internet governance can certainly be attributed, is based on three components: 
transparency of the decision-making process; provision of a rationale for decisions and actions; 
and the ability of actors to impose sanctions in response to decisions and actions taken by the 
institution [Hilbrich, Schwab, 2018, p. 10]. 

Accountability is seen as one of the most important components of the legitimacy of glob­
al governance institutions [Keohane, 2011, p. 102]. Even if the other criteria of an institution’s 
legitimacy4 are fully met, the discrepancy between individual components and the expectations 
of stakeholders inevitably leads to a decrease of the institution’s legitimacy. Incomplete evalu­
ative legitimacy of the institution, however, does not negate the possibility of reaching a tem­
porary consensus regarding its actions. Such an outcome may satisfy most of the participants 
for a certain period of time, but a system of this kind cannot maintain itself in a long run. This 
inevitably leads to the revision of the status quo.

Thus, we note three characteristics of the modern system of Internet governance. First, 
this system is complex and multi-levelled. Internet governance itself implies decision-making 
at two levels – physical (digital infrastructure) and informational (various system-related in­
ternational regimes, technical standards and addresses). States make decisions primarily at the 
physical level, establishing rules for the functioning of digital infrastructure on their territory, 
thereby partially realizing their digital sovereignty. The activities of states at the information 
level are currently limited by the existing status quo in which non-state actors play a significant 
role in decision-making.

Second, the current configuration of the Internet’s management system does not allow 
for the emergence of a single centre that makes decisions both at the physical and informa­
tional levels. Attempts to attribute the decision-making functions on specific issues of Internet 
governance to existing international institutions have not had significant success. The current 
model of Internet governance allows for the existence of many actors with the ‘decisive vote,’ 
among which a significant number are represented by non-governmental organizations.

Finally, a logical derivative of the first two characteristics is low accountability of the key 
institutions and, consequently, the incomplete legitimacy of the Internet’s governance system. 
This will be discussed in more detail in the analysis of the activities and structure of key non-
governmental organizations involved in Internet governance – ICANN and ISOC.

4  Robert Keohane identifies six criteria of legitimacy: 1) compliance with minimum moral standards 
(compliance with generally accepted criteria, for example, in matters of ensuring human rights); 2) inclusive­
ness (the possibility of participation of a wide range of stakeholders in the decision-making); 3) epistemological 
equality (the availability of information about the activities of the institution to those who are influenced by the 
decisions made); 4) accountability (the ability of stakeholders to influence decisions); 5) democratic principles 
of governance (the presence of mechanisms of public control, protection of minority rights, ensuring a general 
consensus in decision-making at the international level); 6) the creation of comparative advantages (activities 
on an international basis should bring more benefits than alternative schemes of interaction, for example, on a 
bilateral basis) [2011, pp. 101–4]. Compliance with some criteria and non-compliance with others, as, for ex­
ample, occurs in the case of the activities of the UN Security Council in creating comparative advantages [Ibid., 
p. 105], expresses a lack of confidence in the institution and decisions made on its platform.
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ICANN and ISOC in Internet Governance:  
Key Features and Imbalances

ICANN and ISOC play a special role in the governance of the Internet and cyberspace. Their 
task is to develop standards for activities in cyberspace. The IETF and the Internet Architecture 
Board (IAB), which hold key positions in the development and harmonization of technical 
aspects of the functioning of the Internet, belong to the system of organizations whose activities 
are directly supported by ISOC. It is reasonable to argue that ISOC has authority not only in 
policy but also in applied technology issues (see Fig. 1).

Below, we consider the main characteristics of these organizations and identify the tools 
with which they participate in Internet governance, as well as the problems that arise in this 
regard.

Internet Corporation for Assigned Names and Numbers (ICANN)

ICANN is ‘a not-for-profit public-benefit corporation with participants from all over the 
world dedicated to keeping the Internet secure, stable and interoperable. It promotes competi­
tion and develops policy on the Internet’s unique identifiers. Through its coordination role of 
the Internet’s naming system, it does have an important impact on the expansion and evolution 
of the Internet’ [ICANN, 2020a].

Technically, ICANN helps to maintain the functions of the Internet Assigned Numbers 
Authority (IANA), which provides key services for the Internet’s basic address book, the do­
main name system (DNS). ​​ICANN’s key sphere of activity is the regulation of the domain 
name market and the unification of the Internet address system. In addition, the organization 
performs other functions: Internet-related services, intellectual property protection, and pro­
tection of the interests of commercial and non-commercial organizations and Internet users.

ICANN relies on two main tools in its operations: market mechanisms and a deliberative 
structure. There are two reasons for this. First, the goal is to demonopolize the Internet ser­
vices market; second, the socio-political agenda is formed from the bottom up. Thus, ICANN’s 
policy is based on a multi-stakeholder consensus-seeking approach.

ICANN member organizations and users form requests at the lower level. They are then 
reviewed in various advisory committees and working groups. Finally, the recommendations 
are submitted to the board for voting. As adopted in the bylaws, ICANN organizes interna­
tional conventions and conferences, thus providing a discussion forum for supporters to discuss 
policy issues related to the Internet’s development. Anyone can join most of ICANN’s working 
groups, ensuring broad representation. The issue is then brought up for public discussion or 
submitted for revision by the committees. The process is repeated until ICANN stakeholders 
reach consensus or the board accepts all amendments and proposals.

In a similar way, the corporation builds its relations with organizations representing states 
and establishes outreach interaction with other international firms, unions and groups. Such 
interaction primarily relies on market mechanisms and international law, as well as on the civil 
law of the United States and other states.

The main issue, however, is ICANN’s location in California. The organization has a long 
history of partnership with the U.S. government and of being accountable to the state. The 
movement toward independence began on 25 November 1998, when ICANN and the U.S. 
Department of Commerce entered a memorandum of understanding [NTIA, 1998]. The de­
partment relied on ICANN to manage some of the technical functions of the DNS, such as 
numbering Internet addresses, coordinating port assignments and helping to maintain the sta­
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bility of the Internet’s unique identifiers. The memorandum of understanding required regular 
reporting to the U.S. Department of Commerce. However, on 10 March 2016 ICANN submit­
ted a proposal to transfer the IANA’s governance functions from the National Telecommuni­
cations and Information Administration (NTIA) of the U.S. Department of Commerce to the 
global community.

Internet Corporation for Assigned Names and Numbers (ICANN)

A not-for-profit public-benefit corporation with partisipants  from all over the world dedicated to keeping the
Internet secure, stable and interoperable

Board of DirectorsOmbudsman
(independent

institution for dispute
resolution)

ICANN consists of several
di�erent groups, which
represents or operates 

in a single segment 
of the Internet

Advisory Committee
and At-Large
Community

(Individual User
Representation at

ICANN)

Three supporting organizations

Address Supporting Organization (ASO);
Generic Names Supporting Organization (GNSO);
Country Codes Names Supporting Organization
(ccNSO).

Four advisory committees:

Governmental Advisory Committee (GAC);
Root Server System Advisory Committee (RSSAC);
Security and Stability Advisory Committee (SSAC);
Internet Engineering Task Force (IETF)

Fig. 2. ICANN’s Organizational Structure

Source: Compiled by the authors.

This agreement completed a joint public-private partnership. The overall legal part of 
these changes was significantly less than the political: the United States retained a reduced, but 
still real, degree of control. However, the introduction of an additional independent actor to 
the world arena reduced international tension. The transition from state control to public sector 
control has solved three problems. The first is related to the issue of the organization’s legiti­
macy. The withdrawal from the influence of the U.S. government improved the organization’s 
reputation in the international arena and reduced tension within the international community 
[Becker, 2019]. Second, the transition reduced the influence of states on international organi­
zations and unions, in particular in the EU. Third, the main functions of a specific industry 
were given to the expert community with a bottom-up decision-making system that made it 
possible to democratize the corporation’s activities.

However, ICANN’s independence has increased the profile of the Governmental Advi­
sory Committee (GAC). Any ICANN decision concerning member countries must be made 
in consultation with the GAC [ICANN, 2020a]. The GAC currently has 178 members and 38 
observers, the latter including such organizations as the Council of Europe, the International 
Telecommunication Union, the International Criminal Court, the World Health Organization, 
WHOIS, the World Trade Organization, the UN Educational, Scientific and Cultural Organi­
zation, and others. According to ICANN’s charter, decisions of the committee are advisory and 
‘relate to the activities of an organization affecting the interests of governments, in particular 
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on the interaction of ICANN rules with various national laws and international agreements, or 
affecting public policy issues’ [ICANN, 2020b].

The GAC has considerable political influence over ICANN. As a result, decisions that 
are not welcomed by the U.S. and European governments and their most influential business 
lobbies may not be made in the organization, as the board must find consensus with the com­
mittee. On the one hand, each country has only one vote in the committee, which often does 
not allow for a consolidated decision. On the other hand, regional associations such as the EU 
have more weight in the committee.

In addition, the domain name system is increasingly influenced by government law en­
forcement agencies. Some of this influence is channelled through the GAC, but the latter goes 
through other bodies such as the Generic Names Supporting Organization (GNSO) [Bygrave, 
2015].

Internet Society (ISOC)

ISOC was established in 1992 by a group of enthusiasts who had formerly worked for the 
IETF. ISOC’s task was defined as ‘to provide an institutional home for and financial support 
for the Internet Standards process’ [Cerf, 1995]. Growth of the Internet ecosystem, the urgent 
need for regional bodies to maintain the commonality in processing and formulation of the 
Internet standards, and new technological solutions required financing that exceeded the limits 
of government-sponsored programmes. 

ISOC provides financing for the IETF, the IAB, the Internet Research Task Force (IRTF), 
the Internet Engineering Steering Group (IESG), the Online Trust Alliance (OTA) and the 
Public Interest Registry (PIR) (Fig. 3). The ISOC collects membership fees from individual 
members of the Society and donations from sponsoring companies. 

ISOC is administered by a 13-member board of trustees elected by ISOC’s regional bodies, 
member companies and the IETF. In addition to general management, the board governs the 
work of the IAB. Since the establishment of ISOC, no Russian citizen or representative of Rus­
sian information technology (IT) companies has been elected to the board. The largest number 
of nominations has been given to citizens of the United States [Internet Society, n. d., a].

ISOC provides several privileges to sponsoring companies based on the size of the contri­
bution [Internet Society, n. d., b]. For instance, platinum-tier companies may sponsor specific 
programmes of the Society and are able to nominate members to the board. Russian companies 
do not contribute to ISOC. Most of the top sponsors of the Society are U.S.-based IT holdings 
(see Table 1).

Table 1. The Top Sponsors of the ISOC With a Contribution of More than $100,000

Country of Origin Name General Characteristic

U.S. Comcast Cable TV/Internet provider

U.S. Juniper Networks Communication devices manufacturer

U.S. NBCUniversal Cable TV/Internet provider

U.S. Oracle Corporation Software company

U.S. Private Internet Access VPN provider

The Netherlands RIPE NCC Regional Internet addressing administrator

Source: [Internet Society, n. d., c].
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ISOC regularly publishes papers on the Internet’s development. The instruments created 
and possessed by ISOC lack formality and there are no  established mechanisms for further 
monitoring and control of the process of implementation of its decisions. ISOC publishes Re­
quests for Comments (RFCs) that serve as the basis for the Internet standard process, Action 
Plans, Global Internet Reports, analytical papers and best practices on network security (the 
main responsibility of the ODA). 

As the main sponsor of the IETF and the IRTF, ISOC has proprietary rights to the RFCs 
and the Internet standards. The notion of the Internet standard implies ‘a specification that is 
stable and well-understood, technically competent, has multiple, independent, and interoper­
able implementations with substantial operational experience, enjoys significant public sup­
port, and is recognizably useful in some or all parts of the Internet’ [Bradner, 1996, p. 2]. The 
specification here is ‘any description of a protocol, service, procedure, convention, or format’ 
[Ibid., p. 8].

Every active standard of the Internet focuses on a specific issue related to the sustainable 
operation of the global Internet network. A standard may be described by more than one RFC, 
based on the complexity of the issue. The relevant RFCs present the description of an issue, 
propose solutions to the problem and definitions.

Proposals on technical specifications processing are presented by the IETF and the IRTF. 
The decision on whether a specification is to serve as the Internet standard is the responsibility 
of the IESG and the IAB. If the conditions mentioned in the definition of the Internet standard 
are met it will be approved as the universal standard. 

The Internet standards are not legally binding. However, their importance for the Inter­
net’s functionality raises their status to the level of ‘soft law.’ The Internet standards approved 
by ISOC are universally accepted across the Internet. Taking into account the importance of 
the Internet for manufacturing, communications and governmental affairs, ISOC’s Internet 
standards are thus unique and indispensable.

We witness an important discrepancy between ICANN/ISOC functions and their struc­
ture. The Corporation and the Society make decisions on issues that are critically important for 
the Internet’s functioning, but their accountability can be questioned. The soft spot here is the 
lack of formalized feedback mechanisms to communicate with all Internet users (governments, 
companies, individuals, etc.) (see Table 2)

Table 2. ICANN/ISOC Accountability Components 

ICANN ISOC

Transparency Form 990 financial statement (U.S. 
standard)

Form 990 financial statement  
(U.S. standard);

Annual activity reports

Decision feasibility Five-year strategic plan Annual activity reports 

Feedback mechanisms Governmental Advisory Committee 
(GAC)
The GAC makes non-regulatory 
decisions
The ICANN committees constantly 
interact with counterparts and end 
users 

Permanent representation of states  
is not provided
Premium corporate membership 
mechanism
Regional and international  
ad hoc conferences [Internet Society, 
n. d., d].

Source: Compiled by the authors.
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Conclusion: The Future of the Internet and General Proposals 

This analysis shows that decentralization, lack of accountability and unfulfilled legitimacy are 
the key features of the contemporary Internet governance system due to the passiveness and 
inability of states to formulate common ground on issues of Internet governance. The Internet 
as an idea and the conglomerate of various technical specifications has been developed by pro­
fessional communities, mainly in the U.S. and later with participation from other countries. 
The system does not imply participation of states in decision-making by default because at the 
very beginning of the Internet and during its avalanche-like global proliferation in the 1990s its 
potential as a productive factor was not taken seriously. 

The modern decentralized, unaccountable and non-legitimate system of Internet governance 
is a conflict-generating one by nature. This feature is defined by limitations on states’ participation 
in decision-making and their understanding of digital sovereignty in traditional sovereignty terms. 
States are eager to specify the rules of the game in cyberspace to maximize their security level. This 
is an open road for nationalization of selected segments of the Internet in future. 

The Internet’s nationalization process is intensifying. Countries such as Russia [Kukkola, 
Ristolainen, 2018] aim at the full realization of their digital sovereignty. This implies further 
strengthening control over incoming, outgoing and stored data, addressing, and the technical 
development of the Internet. Attempts to establish a unified standard of Internet policy are 
considered a violation of digital sovereignty, which thus constrains the formulation of an inter­
national consensus [see Wouters, Verhelst, 2020].

Non-governmental organizations such as ICANN and ISOC play a significant part in 
Internet governance. These bodies secure some degree of consensus on Internet addressing 
and the standards in use but the situation is far from stable. These NGOs do not provide for 
the full participation of states in decision-making. ISOC is also characterized by its tendency to 
be influenced by large corporate units, mostly American ones. ICANN is criticized for being a 
U.S. tax resident and thus subject to the influence of the U.S. government, plus the inability of 
other states to exercise any form of control on decisions made concerning Internet addressing.

All in all, our proposals aimed at overcoming the system’s disproportions are as follows.
First, the decentralized nature of the Internet is not likely to change in the near future if 

we consider existing mechanisms and practices. The examples of the unsatisfying results of UN 
and ITU-led processes prove the political nature of this feature. This factor prevents the for­
malization of a universally accepted consensus of any kind and thus the current state of affairs 
may be regarded as the ‘best of the worst.’

Second, the accountability issue could be partly settled right now, by contrast with the 
decentralization problem. Despite the fact that ICANN and ISOC possess some accountability 
mechanisms, they do not match the current demand, especially in ISOC’s case. By contrast 
with ICANN, ISOC’s structure does not include any means to provide necessary feedback for 
state stakeholders. ICANN has established the GAC to fulfil this task; however, the GAC does 
not allow state members and other accountability addressees to influence the decision-making 
process. Thus, the first step toward greater accountability of the Internet governance system 
could be the establishment of a body with the same functionality as the GAC within ISOC. 

However, even if ISOC were to establish a GAC-like mechanism, it would not be enough 
in terms of accountability. The next step would be to strengthen the authority of the ICANN 
GAC and the hypothetical ISOC equivalent by giving them voting rights when the board mem­
bers are to be elected and when choosing strategic priorities. These measures would provide 
states with almost the same status as the other stakeholders, namely the media corporations, 
and thus would give a hand to the full realization of the UN declaration [UN 2003].
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