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Abstract

The many recent cyber incidents have shown how cybersecurity has entered the realm of international relations.
Several international organizations have taken cybersecurity policy initiatives, notably the United Nations (UN) and
the European Union (EU). Both organizations aspire to a leading role in enhancing cybersecurity resilience. To date,
however, these initiatives have not resulted in much regulation. This article examines which factors make lawmaking
and the regulation of cybersecurity difficult at the international level, and whether some of these impediments are
shared at the EU legislative level. Are difficulties in regulating cybersecurity embedded in the normative processes
at the UN or the EU, or are they inherent to the high-tech phenomenon of cyber? As for the UN, the article looks
at the work of the UN Group of Governmental Experts (GGE). While previous reports of the UN GGE seemed to
point to an emerging international opinio juris, recent developments in the UN General Assembly (UNGA) show a
strongly divided international community. At the EU level, the article discusses the two main legislative initiatives on
cybersecurity that have seen the light of day: the 2016 Directive on Network and Information Security and the 2019
FEU Cybersecurity Act.
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Introduction

Over the first two decades of this millennium, cybersecurity has become omnipresent within
international relations. Yet, while clearly a policy concern, it has generated very little interna-
tional regulation up to now. A straightforward reason that partially explains this inertia, is that
the scope, nature, meaning, and terminology of cybersecurity are unclear [Futter, 2018, p. 202;
Nye, 2016/17, p. 68].! There is little general agreement about what cybersecurity entails [ Euro-
pean Court of Auditors, 2019], and it seems that different people use the term differently, de-

! According to Futter [p. 209], the terminological vagueness is not without practical impact: the defini-
tion of cybersecurity in a given context is after all contingent upon what and who is being deterred, how, and
whether the attribution of capabilities is possible. “The vague language means that it can be unclear who should
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pending on the context [Futter, 2018, p. 205; Kosseff, 2018, p. 995; Kshetri, 2016, p. 3; Schatz,
Bashroush, Wall, 2017, pp. 53—7]. This article focuses on cybersecurity sensu stricto, excluding
a focus on the specific threats of cybercrime [Kshetri, 2016; 2009, pp. 141—4],? cyber terror-
ism [Harrison Dinniss, 2018, pp. 45—50; Ivanov, 2015, pp. 55—69; Fidler, 2015, pp. 10—1] and
cyber warfare.> * This article does not study organizations that have taken policy or legislative
initiatives on one of those specific threats.’ In the United Nations (hereinafter: “UN”) context,
cybersecurity has been defined by the International Telecommunication Union (hereinafter:
“ITU”), a definition which has been further refined by Kshetri: “cybersecurity involves tech-
nologies, concepts, policies, processes and practices used to protect assets (e.g. computers, in-
frastructure, applications, services, telecommunications systems, and information) and the cy-
ber environment from attack, damage and unauthorized access” [ITU, 2008].¢ In the European
Union (hereinafter: “EU”) context, the following definition is used under the Cybersecurity
Act: “cybersecurity means the activities necessary to protect network and information systems,
the users of such systems, and other persons affected by cyber threats” [EU, 2018, Art. 2(1)].
Many policy initiatives regarding (different (sub)domains of) cybersecurity have been ini-
tiated, notably within the UN” and the EU contexts.® Both organizations aspire to a leading
role in enhancing cybersecurity resilience. As both organizations have interesting — but very
different — lawmaking processes, and the former constitutes a unique global organization while
the latter constitutes a unique type of regional® organization,' this article will compare the nor-
mative initiatives on cybersecurity sensu stricto which the two organizations have undertaken.
The overall aim is to discuss how and to what extent global governance gaps on cyberse-
curity are being filled, by analyzing the most salient recent developments in cybersecurity law

take responsibility for ensuring cybersecurity, leading to various legal and practical obstacles in regulating the
issue.”

2 Cybercrime can be defined as “a criminal activity in which computers or computer networks are the
principal means of committing an offense.” Examples include “cyber-theft, cyber-trespass, cyber-obscenity,
and cyber-extortions.” Some authors and instruments categorize cyberattacks against critical infrastructure
under ‘cybercrime’. In this article discusses the EU NIS Directive [EU, 2016, infra Section 1V), which aims to
protect critical infrastructure regardless of whether a cyberattack against such infrastructure should be seen as
falling under a strict definition of ‘cybercrime’. A specific regional instrument dedicated to cybercrime as such
is the Budapest Convention on Cybercrime [Council of Europe, 2001]. See also the African Union Convention
on Cyber Security and Personal Data Protection [African Union, 2014; Orji, 2018].

3 For example, Rules 20—95 of the Tallinn Manual 2.0 [Schmitt et al., 2017].

4 Many initiatives that aim at regulating cybersecurity only address a certain area of its framework, such
as the protection of critical infrastructure (e.g. EU NIS Directive), data protection online (e.g. the famous
European GDPR Regulation), cyber warfare (e.g. the Tallinn Manual 2.0). The definition or concept of cyber-
security used often varies according to the specific legal domain at hand [Kosseff, 2018, p. 985].

3 E.g. the Council of Europe’s Convention on Cybercrime. So far, 64 States have ratified this convention,
19 years after its official adoption [Pupillo, 2018, p. 4].

¢ The ITU Plenipotentiary Conference held in Guadalajara, Mexico, 2010, approved the definition. See
Kshetri [2016, p. 3].

7 See e.g. the United Nations Office on Drugs and Crime (UNODC) Global Programme on Cybercrime,
ITU Global Cybersecurity Index, UN Digital Blue Helmets, and the work within the Group of Governmental
Experts on Information and Telecommunications Developments in the Context of International Security
(“UN GGE”) (First Committee of the UN General Assembly).

8 See e.g. the 2013 Cybersecurity Strategy, the establishment of ENISA (European Union Agency for
Network and Information Security), the Cyber Defence Policy Framework (2014, updated in 2018), the de-
velopment of cyber defence related projects under the Permanent Structured Cooperation (PESCO), the Joint
Framework on Countering Hybrid Threats (2016), the Communication on Strengthening Europe’s Cyber
Resilience System and Fostering a Competitive and Innovative Cybersecurity Industry (2016), and the 2017
Framework for a Joint Diplomatic Response to Malicious Cyber Activities (‘EU Cyber Diplomatic Toolbox’).

% In particular, one with supranational features [Schermers, Blokker, 2018, §60—61, 60—62].

10 Calls have been made to regionalize cybersecurity regulation [Henriksen, 2019, pp. 5—7].
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in the UN and the EU. First, on a more abstract level, the article will discuss whether interna-
tional law can adequately regulate issues of cybersecurity: what impediments are encountered
in regulating in the cyber domain? Vice versa, can the high-tech phenomenon of cybersecurity
be embedded in international law? (II) The article surveys the work of the Group of Govern-
mental Experts on Information and Telecommunications Developments in the Context of In-
ternational Security (hereinafter: “UN GGE”), whereby the question arises whether its reports
represent an emerging international opinio juris. (I1I) The problems associated with regulating
cybersecurity at the UN level have led to calls for action at the regional level. In the EU, many
policy initiatives in different subdomains of cybersecurity have seen the light of day. Two legisla-
tive measures stand out: the 2016 Directive on Network and Information Security (hereinafter:
“NIS Directive”) [EU, 2016] and the 2019 EU Cybersecurity Act (IV) [Ibid., 2018]. The analy-
sis thereof will allow one to discern whether and which impediments of regulating cybersecurity
at the international level are shared at the EU legislative level (V). We conclude with some
reflections on the desirability of regulating cybersecurity at the UN and EU levels. Are the dif-
ficulties of regulating cybersecurity embedded in the distinct lawmaking processes of the UN or
the EU, or are they inherent to the phenomenon of cyberspace? At what level is cybersecurity
regulation the most efficient, well-developed and promising? (VI).

Cybersecurity and International Law: Strange Bedfellows

Factors Explaining the Difficult Marriage Between Cybersecurity
and International Lawmaking

The difficult marriage between cybersecurity and international lawmaking can be ex-
plained by a number of factors [Tranter, 2007, p. 449].

Fast and High-tech Cyber Revolution

The digitization of the world is taking place at an unparalleled pace [Niemann, 2018,
pp. 907-25]. It is expected that by the end of 2020 there will be more than 20 billion connected
devices [Reuters Plus, 2018; Sandage et al., 2013, p. 1]. In contrast to how international law-
makers responded in a timely manner to certain developments in the twentieth century, such as
the international law of the sea concept ‘exclusive economic zone’ (EEZ) [UN, 1982] and the
protection of the seabed as ‘common heritage of mankind’ [UN, 1970], the cyber revolution is
often said to be so fast and unpredictable that international lawmaking has difficulties catching
up [Kittichaisaree, 2017, p. 336].

Sovereignty, Territoriality, Fragmentation of Jurisdiction and Legal Attribution

The core concept on which international law rests, State sovereignty, does not fit effort-
lessly with cyberspace [Vergne, Duran, 2014, pp. 126—139]. Although — thanks to the work of
the UN GGE — there is agreement that the principle of State sovereignty applies in cyberspace
[G20, 2015; Schmitt et al., 2017, Rule 1, p. 11; UN, 2013; 2015], no State can claim sovereignty
over the entire cyberspace [Sandage et al., 2013, pp. 184; Schmitt et al., 2017, Rule 1.7]. The
reason for this is that the many cyber infrastructures that make up cyberspace are located in
different sovereign territories [Schmitt et al., 2017, Rule 1.7], and that in international law, ter-
ritoriality allocates jurisdiction. Nonetheless, as Trachtman rightly observes, this fragmentation
of jurisdiction should not be a reason to give up regulating cybersecurity altogether: after all,
(cyber)conduct still occurs in a certain territory and effects are still felt in a certain territory
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[Trachtman, 2013, p. 88]. Issues that transcend territorial jurisdiction are by no means new to
international law (e.g. the law of the high seas, outer space, climate change). The challenge lies
in the problem of legal attribution: it is often difficult to determine the identity or location of cy-
berattackers or their intermediaries [ Kshetri, 2016, p. 7; Wheeler, Larsen, 2013, p. 1]. This is the
true complicating factor according to Trachtman [Healey, 2012; Shackelford, Russell, Kuehn,
2016, p. 10; Trachtman, 2013, p. 88]: even when there are rules on cybersecurity in place, the
legal attribution problem may weaken their effectiveness."

Role of the Government versus the Private Sector

A third factor that underlies the difficult relationship between cybersecurity and inter-
national law is the question of the (extent of the) regulatory role of the State versus that of the
private sector in cyberspace [Groupe UMP, 2009]. Cyberspace is a domain in which industry
and the private sector play a pivotal role. The private sector governs cyberspace in an informal
manner, leaving less room for the formal legislator (the nation State) [Hoisington, 2017, p. 95].
The question then arises to what extent the State must or can impose legal obligations on the
private sector while regulating cybersecurity. Vice versa, to what extent can cybersecurity regu-
lation be effective if the private sector is not involved in its preparation and implementation?
There are heated discussions about the role of the State as regulator in cyberspace. On the one
hand, one can argue that the nation State has the obligation to enact legislation that regulates
or restricts the private sector in its cyber activities. The argument here is that the State must
uphold its legal obligations under international law, such as the protection of human rights,
international peace and security, the customary ‘no harm’ principle [ICJ, Corfu Channel Case,
1949; Trail Smelter case (United States v. Canada (1938 and 1941),'? the protection of critical
infrastructures [EU NIS Directive, 2016, infra Section 1V], and so on. According to some,
these obligations can only be guaranteed in the cyber domain if rights and obligations are im-
posed on private actors [Kittichaisaree, 2017, pp. 335—52]. On the other hand, some question
whether the role of the State within the cyberdomain can and should be that far-reaching. The
main arguments in favour of a limited oversight function of the State are: (i) the private sector
does not have sufficient incentives to duly cooperate with the State since this could jeopard-
ize its commercial objectives [ Teplinsky, 2013, pp. 225—322] (i.e. reputation damage, counter-
attacks by competitors using released technology); (ii) regulation will slow down innovation
[Contreras et al., 2013, pp. 1115, 1119]; and (iii) the private sector prefers a private legal system
as opposed to public criminal law [Wall, 2007, pp. 25—6]. An alternative solution would be that
the governance of cyberspace be observed on the basis of (binding or non-binding) codes of
conduct originating from industry itself.” The two aforementioned views should not be seen as
mutually exclusive [Trachtman, 2013, p. 90]: whether and to what extent the State should have
a regulatory role in cyberspace depends on the specific conduct one wishes to regulate. The

' Fidler [2015] talks about this problem in the context of treaties on cybercrime when applied to protect
critical infrastructure from cyber threats.

121CJ 9 April 1949, Corfu Channel Case (United Kingdom v. Albania), 1.C.J. Reports 1949, p. 4; Reports
on International Arbitral Awards, Trail Smelter case (United States v. Canada), 16 April 1938 and 11 March
1941, 3 UNRIAA, pp. 1905-82.

13 An example of such an influential code of conduct is the “NIST” (National Institute of Standards and
Technology Cybersecurity) framework. As its proponents argue, this document “harmonizes consensus stan-
dards and industry best practices to provide a flexible and cost-effective approach to enhancing cybersecurity
that assists owners and operators of critical infrastructure in assessing and managing cyber risk, as the standard
for due diligence.” NIST inter alia collaborates with the United Kingdom, Japan, Korea, Estonia, Israel and
Germany. However, it has been observed that a disadvantage of NIST is that it is less well suited to protect en-
terprises from sophisticated and targeted cyberattacks [Shackelford, Russell, Kuehn, 2016, p. 42].
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“institutional choice may begin with determining whether the issue at stake is best taken on by
the market, by private firms, by the State government, or by international law.”'* Interestingly,
the European NIS Directive imposes obligations on certain entities in the private sector (infra,
Section 1V)®, acknowledging that cyberspace is a domain in which cooperation between the
State and the private sector is often necessary.

Applying Existing Law versus Creating New Law

Is it sufficient to apply existing international law to the cyber domain, or should new rules
be created that are specifically designed to address this challenge? Hoisington points to three
competing views: (i) cybersecurity is to be addressed by using existing rules and structures un-
der international law; (ii) cyberspace is fundamentally unique and requires new legal rules and
structures; and (iii) existing law can tackle the challenge of cybersecurity, but those elements
that are incompatible with its uniqueness should be set aside [Hoisington, 2017, p. 87]. What
has been done so far on the international plane largely reflects the first view: the UN GGE has
declared that international law, including the UN Charter, applies to cyberspace (infra), where-
as the Tallinn Manual 2.0 transposes fundamental principles of international law to cyberspace
in general (notably Rules 1—24) and more specifically to cyberwarfare.

Cyber Mania

Cyber mania is another phenomenon that complicates the relationship between interna-
tional law and cybersecurity [ Kshetri, 2016, p. 2; von Heinegg, 2012, p. 5]. While developments in
the field of cybersecurity law sensu stricto have been limited, a considerable amount of academic
attention and policy interest has been devoted to the specific issue of ‘cyberwarfare law’. Ac-
cording to O’Connell, the highly mediatized cyberattacks in Estonia (2007), the cyber incidents
during the Russo-Georgian conflict (2008) and Stuxnet (2010) gave rise to this militarized im-
age of cybersecurity law [O’Connell, 2012, p. 191]. The majority of cyber incidents indeed does
not reach the threshold of ‘armed attack’ within the meaning of Article 51 of the UN Charter
[ENISA, 2015]. In reality, cyber threats are more complex and diverse in nature and often target
private companies [Second recital, Preamble of the NIS Directive; d’Elia, 2014, pp. 240—60].

Interim Conclusion

Given these multiple challenges, it is perhaps less surprising that there currently exists no
global convention in the field of cybersecurity sensu stricto. The UN initiative that comes closest
is the work of the UN GGE. In the next section, we analyze the reports of the UN GGE and
explore their legal relevance.

The UN Group of Governmental Expertst®

The issue of information security first featured on the UN agenda in 1998, when the Russian
Federation submitted a draft resolution on the topic in the First Committee of the UNGA. The
UNGA adopted it without a vote as Resolution 53/70 [UN, 1998]. Since 2004, the UN GGE
has studied the threats posed by the use of ICTs in the context of international security and how

% Trachtman [2013], according to whom this choice reflects the “true meaning of subsidiarity.”

15 A careful reading of the NIS Directive makes it clear that ultimately, it are the Member States that must
ensure that providers of essential and digital services comply with the obligations set out in articles 14 and 16 of
the Directive (security and reporting requirements).

16 This article is up-to-date until March 2020.
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these threats should be addressed. Its work addresses issues of international law, in parallel to
discussions on existing and emerging threats, norms, rules and principles, confidence building
measures and capacity building [OEWG, 2020f]. The UN GGE reports of 2013 and 2015 are
the most important and impactful ones. In its consensual report of 24 June 2013, the UN GGE
established that international law, and in particular the UN Charter, applies in cyberspace just
like in the physical space [UN, 2013, Para 19]. This includes the rules on State sovereignty and
the principles resulting from the notion of sovereignty. For example, a State has jurisdiction
over ICT infrastructure on its territory, and the State is responsible for international unlawful
cyber acts that can be attributed to it [UN, 2013, Para 20; Schmitt et al., 2017, Rules 1—13]. In
its consensual report of 2015, the UN GGE put forward the following principles of the UN
Charter and international law as applicable in cyberspace to state behaviour: “sovereignty, sov-
ereign equality, peaceful conflict resolution, the prohibition of the use of or threat of violence
against the territorial integrity or political independence of a State, respect for human rights
and fundamental freedoms and the principle of non-intervention in the internal affairs of other
States” [UN 2015, Para. 28b]. This transposition to cyberspace of the fundamental principles of
international law, which almost all constitute binding customary international law and/or have
been confirmed by the International Court of Justice, is subject to a fairly broad consensus.”
Several States, including certain ‘cyber superpowers’, had since confirmed the applicability
of international law in cyberspace in their comments to the UN GGE reports and in their na-
tional cyber security strategies [République Francgaise, 2018, paras 82, 85 and 87; Australian
Government, 2016, paras 7, 28 and 40—41; Government of the Russian Federation, 2016, para
34; U.K. Government, 2016, para. 63]. This applicability was equally confirmed by the G20 in
2015 [G20, 2015, §26]. At that point in time, the UN GGE 2013 and 2015 reports could be seen
as an indication of a growing consensus on the matter, and as evidence of the development of a
certain opinio juris, which is one of the elements needed to eventually generate customary inter-
national law [Wouters et al., 2018, pp. 149—52]."® Note that in the cybersecurity domain, State
practice is largely classified and “partly contradictory” [Viljataga, 2018, pp. 4—5].

However, in June 2017, during the fifth meeting of the UN GGE, any meaningful develop-
ment of opinio juris came to an abrupt end. Fundamental differences between the 25 members
emerged, mainly on the issue of self-defence and on applying international humanitarian law
to cyber conflicts. The Cuban delegation refused to recognize the explicit reference in the text
to the applicability of the right to self-defence in cyberspace. According to the delegation, this
would “legitimize an ICT war” [Soesanto, d’Incau, 2017]. The Cuban, Russian and Chinese
delegations suggested the development of an entirely new set of international regulations and
the creation of a UN General Assembly Working Group that would be open to all States, where
‘transparency, exclusivity and participation are central to discussion and decision-making’. The
U.S. interpreted this as undoing all earlier progress made within the UN GGE [Bowcott, 2017].
As seen above, the 2013 UN GGE report confirmed the applicability of the UN Charter to cy-
berspace, and with this implicitly article 51 UN Charter, which concerns the right to individual
and collective self-defence of a State. The same goes for the 2015 UN GGE report.”” The Cuban

7 These fundamental principles are reiterated throughout the Tallinn Manual 2.0 as being ‘black letter
rules’ applicable in cyberspace; Henriksen [2019, p. 4].

18 See also UN [2018c, Draft Conclusion No 9 and Commentary|; Haggenmacher [1986, p. 5];
Bederman, [2010]; and Bradley [2016]. Note that the UN GGE is of limited membership, but the 2013 and
2015 rounds did include what are understood to be the most powerful cyber nations, such as the U.S., U.K.,
China and Russia.

1 The UN GGE 2015 agreed on the applicability of the principles of international humanitarian law in
the following terms: “The Group notes the established international legal principles, including, where appli-
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argument was thus not so much legal as it was political. At the end of the 2017 session, no con-
sensus report was adopted. By the end of 2018 the UN GGE was seemingly defunct [Bowcott,
2017; Henriksen, 2019, pp. 6—13; Soesanto, d’Incau, 2017].

In December 2018, though, agreement was found in the UNGA to establish two distinct
processes in order to discuss the issue of security in the use of ICTs during the period of 2019—
2021. With Resolution 73/27, sponsored notably by Russia [Ruhl et al., 2020], the UNGA es-
tablished the Open-ended Working Group (hereinafter: “OEWG?”), to the delight of the Cuban
and Chinese delegations [UN, 2018a]. Eleven days later, the UNGA endorsed the commence-
ment of the work of the sixth UN GGE, which is now called the ‘UN GGE 2019—21 on ad-
vancing responsible State behavior in cyberspace in the context of international security’ [Ibid.,
2018b]. This resolution was sponsored by the U.S. It is worth noting that, whereas the OEWG
is open to all interested UN Member States,?’ the UN GGE for the period of 2019—21 consists
of 25 selected Member States: Australia, Brazil, China, Estonia, France, Germany, India, In-
donesia, Japan, Jordan, Kazakhstan, Kenya, Mauritius, Mexico, Morocco, Netherlands, Nor-
way, Romania, Russian Federation, Singapore, South Africa, Switzerland, United Kingdom,
United States, and Uruguay [Ruhl et al., 2020; UN, 2018b, Para. 3]. While the UN GGE 2019—
21 addresses norms, rules and principles, confidence building measures and capacity building
and how international law applies to cyberspace [Geneva Internet Platform, n. d.], the OEWG
can further develop or change norms, rules and principles listed in Resolution 73/27, confi-
dence building measures and capacity building, how international law applies to cyberspace,
existing and potential threats, establishing regular institutional open-ended dialogue within UN
and relevant international concepts for securing global IT systems [UN, 2018a, Para. 5]. It has
pointedly been observed that “the GGE and OEWG’s overlapping mandates suggest that they
could operate as a sum greater than the parts — but it is important to recall that the OEWG is
the product of a Russian proposal designed specifically to substitute for the U.S. call for another
GGE” [Ruhl et al., 2020].*

cable, the principles of humanity, necessity, proportionality and distinction” [UN, 2015, Para. 28.d].

2 Some see this as an attempt by Russia to include more countries which would support its interests
in cyberspace. See Grigsby [2018], lasiello [2019].

2l These authors see a risk of competition or even conflict between the two processes, and contend
that “the United States and its allies see the OEWG as a forum for new stakeholders to learn about and
spread the extant GGE norms. Russia, in contrast, may prefer to revisit previous GGE reports under the
OEWG and revise them to better align with its interests. And while the 2015 GGE agreed on the applicabil-
ity of the principles of international humanitarian law, this position was not noted in the establishment of
the OEWG.” See in the same vein E. lasiello [2019]: “The OEWG met in mid-September 2019 and some
of the larger issues such as international humanitarian law that had previously prevented consensus surfaced
again. While States like China and Russia have pushed back on international humanitarian law in the GGE,
the OEWG meeting showed more States like Egypt for instance would be more inclined to back that posi-
tion by placing less emphasis on its importance than other areas. More importantly, States that had not
been able to express their opinions in the GGE now have a vehicle to accomplish that. States like Iran have
been able to submit written statements highlighting their positions on issues. The larger OEWG may be the
preferred avenue for States like China, Iran, and Russia that share the same philosophies with regards to
cyberspace. Moreover, the opening of discussions to any UN Member State enables these governments to
push for their preferred issues like cyber sovereignty (and by extension all that comes with it such as the con-
trolling of potentially harmful information) by gaining the backing from other, smaller States, that might not
otherwise have a say in the state-limited GGE. More authoritarian or closed countries may find themselves
supporting the positions of their Chinese/Russian counterparts for the same reasons. Considering this, it
comes as no surprise that Western countries like Australia, the United Kingdom, and the United States
voted against OEWG’s establishment.”
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The tentative programme of work (2019—2021) for the two processes looks as follows.

First substantive Informals + Second GGE Third GGE
session First GGE session session (GVA) session (GVA)
9-13 Sept 2019 5-6/9-13 Dec 2019 24-28 Feb 2020 17-21 Aug 2020

OEWG OEWG OEWG GGE OEWG GGE OEWG GGE GGE

Organizational Intersessional Second substantive Final substantive Informals +
meeting multi-stakeholder meeting 1014 Feb 2020 session Final GGE session
3-4 June 2019 2-4 Dec 2019 session 6-10 July 2020  20-21/24-28 May 2021

Fig. 1. Tentative GGE and OEWG “timeline” (2019—21)
Source: United Nations Office for Disarmament Affairs [n. d.].

Concerning the OEWG, the present article analyzed the publicly available documents of
(i) the organizational session of 3—4 June 2019 [UN, 2019a; 2019b], (ii) the first substantive ses-
sion of 9—13 September 2019 [UN 2019¢c; OEWG, 2019f], (iii) the informal multi-stakeholder
meeting of 2—4 December 2019 [OEWG, 2019b; 2019¢; 2019d; 2020a], and (iv) the second sub-
stantive session of 10—14 February 2020.22 The analysis shows that the process is still very much
in the stage of an exchange of views, with members discussing what the focus of the OEWG’s
work should be. Members e.g. expressed that ‘the new (current) GGE and the OEWG should
be mutually supportive and avoid contradictions’ [OEWG, 2020b]. The same can be said after
analysis of the publicly available documents of the informal and first GGE session in December
2019.% This makes sense, as the OEWG is due to report to the 75" session of the UNGA, which
takes places in the second half of 2020 [UN Office for Disarmament Affairs, 2019]. The UN
GGE is due to report to the 76" UNGA session in 2021 [UN, 2018b, Para. 3].

While — especially in light of the more recent developments — it cannot longer be upheld
that the UN GGE 2013 and 2015 reports represent an indication of a growing opinio juris of the
international community, they nevertheless constitute an important indication of the applica-
bility of international law to cyberspace. It remains to be seen if and what progress the OEWG
and GGE processes will bring about, and whether these will result in a reaffirmation of certain
principles, which could contribute to a development of an international opinio juris, or whether
the outcomes of these processes, because of their political divides, will directly or indirectly
conflict with each other and thereby neutralize any emerging opinio juris. Henriksen professed
that the 2017 deadlock within the UN GGE would lead to more regional initiatives between
like-minded States, such as at the EU level.? This is what the article now turns to.

22 Non-exhaustively, OEWG [2019¢; 2020b; 2020c; 2020d; 2020e; 2020f; 2020g]. See also the working
papers submitted by Member States and informal papers submitted by intergovernmental organizations at the
UN Office for Disarmament website [n. d.]. See Kaspar and Kumar [2019].

2 At the time of submission, no documents of the second GGE session (24—28 February 2020) were
available.

2* According to Henriksen, the “regionalization of cybersecurity regulation into legal sub-systems of vary-
ing normative depth is unfortunate, given the global nature of the Internet.” At the same time, Henriksen ad-
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The EU 2016 NIS Directive and 2019 Cybersecurity Act

The EU has been vocal about its wish to play a leading role in cybersecurity [EU, 2018, Recital
15, Preamble]; EC, High Representative of the European Union for Foreign Affairs and Secu-
rity Policy [2013, pp. 7, 11]; EC [2013a, p. 5; 2018, p. 1]; Westby, 2019; Fantin, 2019; Niebler,
2019.%

The NIS Directive is the EU’s first ever horizontal and legally binding instrument on cy-
bersecurity sensu stricto. It aims to protect critical infrastructure (essential service providers and
digital service providers) from cyber incidents that have a that have an ‘actual adverse effect’ on
the security of network and information systems [ EU, 2016, Art. 4.7]. The European Parliament
and the Council of the EU adopted the Directive on 6 July 2016, which had to be implemented
by 9 May 2018 in the national legal orders of the EU’s Member States. The primary objective
of the NIS Directive is “to guarantee a high common level of network and IT security” [Ibid.,
Fourth Recital, Preamble]. One of the main reasons for its adoption was that some EU Member
States did not have cybersecurity legislation in place, and even when they did, there were large
divergences among Member States. The EU’s legislature was worried because ‘cyber incidents
are increasing in size, frequency and complexity and can result in business inability to do their
jobs, significant financial losses to the EU economy and a loss of welfare for society’ [Ibid.,
Second Recital, Preamble].

The NIS Directive imposes various obligations upon Member States, including ensuring
a minimum national capacity by designating NIS competent authorities, by setting up com-
puter crisis teams and through national NIS strategies and cooperation plans.?® Interestingly,
the Directive also imposes obligations onto two categories of private sector entities, namely
the providers of essential services and providers of digital services.?” The Directive sets out the

mits that there are advantages to a more regional approach to cyber regulation, such as “avoiding time-consum-
ing negotiations, the perspective of reaching agreement on complex issues rather than just on the low-hanging
fruits,” etc. See Henriksen [2019, p. 6]. In the wake of the 2017 UN GGE failure, US Homeland Security
advisor Tim Bossart expressed that “it is now time to consider other approaches (...) and that the U.S. will work
with smaller groups of like-minded partners.” See The White House [2017].

> See also supra note 9.

% Each Member State must ensure a minimum national capacity by designating NIS competent authori-
ties (art. 8 NIS Directive), by setting up computer crisis teams (‘Computer Emergency Response Teams’ —
CERTs or ‘Computer Security Incident Response Teams” — CSIRTSs) (art. 9) and through national NIS strat-
egies and cooperation plans (art. 7). National competent authorities must work together within a network
(the Cooperation Group) that allows secure and effective coordination, including coordinated information
exchange, and detection and response at EU level. Member States must exchange information and collaborate
through this network to tackle NIS threats and incidents on the basis of the European NIS cooperation plan
(Art. 11). One of the most important obligations for Member States is to identify the providers of essential
services (Art. 5). A culture of risk management should be promoted (see recitals 4 and 44, Preamble NIS
Directive) and the private and public sectors should cooperate and exchange information with each other. See
EU [2016, Recital 35, Preamble], R. Roex [2016].

¥ The Directive focuses on two types of entities in the private sector (Articles 1, 4, 5, 14, 16): (i) providers
of essential services and (ii) digital service providers. According to Article 5 (2) of the NIS Directive, providers
of essential services are entities that ‘provide services that are essential for the maintenance of critical social
and / or economic activities, the provision of that service depending on network and information systems and
in which in the event of an incident would have significant disruptive effects on the provision of that service’. In
its Annex II, the NIS Directive specifies in a non-exhaustive way the sectors in which the Member States must
search for the providers of essential services. These include the following sectors: banks, stock exchanges, trans-
port and distribution of energy, air, rail and maritime transport, health, internet services and the government.
Nuclear installations fall outside the scope of the Directive. See L. Lemmens [2018]. Digital service providers,
the second private sector entity onto which the Directive imposes obligations, should be understood as online
marketplaces, online search engines and cloud computer services. They are exhaustively listed in Annex I1I of
the Directive. During the legislative process, it was decided that many of the other suggested digital services
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following security and reporting requirements for providers of essential and digital services:
(i) take appropriate technical and organizational measures to manage NIS risks; (ii) prepare
and implement business continuity plans; (iii) notify the competent authority or CSIRT of an
incident that has a significant impact on the continuity of the services they provide. What ex-
actly constitutes a cyber incident with a ‘significant impact’ is thus quintessential to the imple-
mentation of the Directive, yet the meaning of this term is unclear at this stage?® and it remains
to be seen how this will be applied in practice®.

Secondly, one should point to the EU’s Cybersecurity Act, laid down in Regulation (EU)
2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the EU
Agency for Cybersecurity) and on information and communications technology cybersecurity
certification [EU, 2018]. The Regulation entered into force on 27 June 2019. The legal basis of
the Regulation is art. 114 TFEU, which aims to further the objective of a properly functioning
internal market as laid down in article 26 TFEU [EU, 2012; Mitrakas, 2018, p. 411]. The Cy-
bersecurity Act has come about due to several factors, in particular the EU’s ambition to be a
leader in the world’s cybersecurity market as well as its realization that the current framework
is unable to quickly respond to certain threats, as evidenced by recent cyberattacks [Fantin,
2019]. Substantively, the Act introduces a pan-European cybersecurity certification scheme.*
This should remedy the risk of market fragmentation’ and should allow the EU to compete in
the global cybersecurity arena [Mitrakas, 2018, p. 411]. The certificates will attest that a product
or service meets certain evaluation criteria and provides for a warranted level of cybersecu-
rity assurance [Ibid., p. 413].3> An important obligation for Member States under the Act is
to designate one or more national cybersecurity certification authorities in their territory or,
with the agreement of another Member State, to designate one or more national cybersecurity
certification authorities established in that other Member State to be responsible for the super-
visory tasks in the designating Member State [EU, 2018, Art. 58.1]. In addition, the Regulation
bestows upon ENISA, the European Union Agency for Cybersecurity, a permanent mandate
and strengthens its role by providing it with more resources and by attributing further tasks.*
Article 6 of the Cybersecurity Act stipulates that ENISA will assist Member States in their ca-
pacity building (e.g. in establishing and implementing vulnerability disclosure policies [Ibid.,
Art. 6.1(b)] and in developing national CSIRTSs, making a direct link with the NIS Directive
[Ibid., Art. 6.1(d)], although but note that the measures referred to in Art. 6 reflect best efforts
obligations on the part of Member States.

were not critical enough. See Roex [2016]. Under the NIS Directive, Member States are not required to identify
digital service providers, allowing for a ‘catch-all approach’, see D. Markopoulou, V. Papakonstantinou and
P. de Hert [2019, p. 4].

2 Some guiding elements to determine what a significant effect is, are mentioned in art. 14.4 and 16.4 of
the NIS Directive.

2 A careful reading of the Directive makes it clear that, ultimately, it are the Member States that must
ensure that providers of essential and digital services meet the security and reporting requirements of Articles
14 and 16.

¥ With a view to creating a digital single market for ICT products, ICT services and ICT processes, as
the Act in art. 46.1 itself posits. See the security objectives of European cybersecurity certification schemes in
art. 51 of the Act.

31 E.g. France had already developed its own security certification scheme; ‘Certification Sécuritaire de
Premier Niveau’ [Mitrakas, 2018, p. 412].

32 Note that the schemes are currently voluntary. After a four-year period, the European Commission will
be in a position to impose certain mandatory requirements if it sees fit [Fantin, 2019].

3 Fantin has said that with this, the EU now considers ENISA an important actor to turn to for advice on
potential 5G procurement and rollout [Fantin, 2019].
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Cybersecurity and EU Law: Irreconcilable?

Above, the article identified five factors that explain the difficult relationship between interna-
tional lawmaking and cybersecurity. It will now be scrutinized whether (some of) these difficul-
ties are shared at the EU legislative level.

Fast and High-tech Cyber Revolution

The fact that the cyber revolution is a fast and high-tech one is inherent to the concept
itself, and thus present at both the UN and the EU level. Evidently, the regional and limited
membership of the EU, the like-mindedness of its membership, the absence of great cyber
powers from the negotiating table as well as the established legal instruments, competences and
supranational features of the EU explain why the EU has somewhat less trouble in catching up
with the speed of the cyber revolution.

Sovereignty, Territoriality, Fragmentation of Jurisdiction and Legal Attribution

The fact that cyberspace has no territorial limits is inherent to the concept itself and thus
present at both the UN and the EU level. Concerning the NIS Directive, seeing how a coun-
try’s critical infrastructure is most often located within its territory (e.g. drink water systems,
hospitals, railways) [EU, 2016, Annex I1] and thus within its territorial jurisdiction, EU govern-
ments can in general protect it without necessarily relying on international law [Fidler, 2015,
pp. 9—10], thereby being less subject to the problem of fragmented jurisdiction. This is similar
for the Cybersecurity Act, of which Article 58 stipulates that “each Member State shall des-
ignate one or more national cybersecurity certification authorities in its territory or, with the
agreement of another Member State, shall designate one or more national cybersecurity certi-
fication authorities established in that other Member State to be responsible for the supervisory
tasks in the designating Member State. National cybersecurity certification authorities shall:
(a) supervise and enforce rules (...) for the monitoring of the compliance of ICT products, ICT
services and ICT processes with the requirements of the European cybersecurity certificates
that have been issued in their respective territories (...); monitor compliance with and enforce
the obligations of the manufacturers or providers of ICT products, ICT services or ICT pro-
cesses that are established in their respective territories (...)” [EU, 2018, Art. 58.1, 58.7(a), (b)].
Nevertheless, as seen, the more fundamental issue here lies in the more fundamental issue
here lies in the legal attribution problem. This problem is also present at the EU level, and may
equally weaken the effectiveness of its cybersecurity rules.

Role of the Government versus the Private Sector

The fact that cyberspace is informally governed by the private sector poses a problem to
regulators at both the EU and UN levels. In the NIS Directive, the EU legislature acknowl-
edges the importance of imposing not only obligations on the Member States’ authorities,
but also on the private sector, notably the providers of essential services mentioned in An-
nex II of the Directive and the providers of digital services mentioned in Annex III of the
Directive. The EU has the experience, legal tools, and internal market competences to do
so. While the NIS Directive and the Cybersecurity Act allow Member States to lay down
the rules for penalties in case of infringement [Ibid., 2016, Art. 21; 2018, Art. 65], this is no
guarantee that the private sector has a sufficient incentive to duly cooperate with the State at
the possible expense of its commercial objectives, nor that the regulations will not slow down
innovation. It also remains to be seen how EU Member States will interpret a ‘cyber incident
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with a significant impact on the continuity of essential and digital services,” and whether
they can effectively ensure that operators of essential services and digital services notify the
competent authority or CSIRT of such incidents [EU, 2018, Art. 14.3, 16.3], without which
a lot of the measures of the NIS Directive are rendered meaningless of the NIS Directive are
meaningless.

Applying Existing Law versus Creating New Law

The NIS Directive and the Cybersecurity Act are examples of new rules being created
after cybersecurity emerged as a policy problem. The political momentum in the Union, an
organization with far-reaching legislative powers, to take a geopolitical direction on the matter
plays a significant role.

Cyber Mania

Cyber mania posing less of a problem at EU than at UN level requires little further expla-
nation. The EU does not have the same mandate nor membership in the field of international
peace and security as does the UN; neither does the UN have the same mandate in the field of
economic policy and internal market and competition as does the EU.

Legal Binding Force

As any EU regulation, the Cybersecurity Act has been binding in its entirety across the
EU ever since it entered into effect on 27 June 2019.** As any EU directive, the NIS Directive
is legally binding as well.* Portraying the legally binding force of these measures as a success to
the detriment of UN efforts on cybersecurity would, however, be misleading. It is not particu-
larly difficult to explain why consensus on legally binding measures could be found on this topic
within the EU. Apart from the evident reasons (legal tools available to the EU, competences,
supranational features, like-minded group argument), the NIS Directive introduces measures
to protect critical infrastructures, a concept well defined in EU law [EC, 2005, Annex 1, p. 20;
EU, 2008, Art. 2(a)] and at the forefront of international concerns in cybersecurity discussions
[European Commission, 2005; 2009; 2013b; Melzer, 2011; UN, 2004]. The NIS Directive and
the Cybersecurity Act were developed in the framework of the EU’s longstanding and well-
established competence to legislate on the internal market.

For now, it seems that almost all factors which hamper international cybersecurity regula-
tion are inherent to the cybersecurity concept. They are therefore present both at the global and
regional level and complicate the normative processes of the UN and the EU, however distinct
they are. From this it should not be derived that regulation of cybersecurity sensu stricto should
exclusively be done at either the UN or the EU level. The EU itself stated very recently, in the
margins of the second substantive session of the OEWG, that “[t]he EU and its Member States
support further engagement with key international and regional partners and organizations as
well as with civil society, academia and the private sector in this field with the aim of avoiding
duplication of effort [red.], and looking for opportunities for synergies and burden-sharing [red.],
in order to support coordination and coherence in our collective efforts” [EU, 2019, authors’
emphasis].

3 Art 288, Para. 2 TFEU: “A regulation shall have general application. It shall be binding in its entirety
and directly applicable in all Member States” [EU, 2012].

3 See Art 288, Para. 3 TFEU: “A directive shall be binding, as to the result to be achieved, upon each
Member State to which it is addressed, but shall leave to the national authorities the choice of form and meth-
ods” [EU, 2012].
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Concluding Remarks

This article identified five factors explaining the slow emergence of a global governance frame-
work for cybersecurity, underlying the difficult relationship between cybersecurity and interna-
tional law. They include the high speed at which global digitization is taking place as well as the
nature of cyber operations; the fragmented jurisdiction and legal attribution problem; the ques-
tion whether and to what extent the State and/or the private sector should have a regulatory role
in cyberspace; whether transposing existing international law to the new technological context
suffices; and the phenomenon of ‘cyber mania’.

The EU has managed to issue two legally binding acts on cybersecurity sensu stricto. It
remains to be seen how and if the obligations in these acts are effectively implemented and
complied with.*® The legally binding force of the NIS Directive and Cybersecurity Act should
not make one conclude that the UN’s work on cybersecurity has been a failure. Indeed, as is
well-known in international law, soft law can be more effective than one might assume [cf.
Boyle, 1999, pp. 901—12; Pauwelyn, Wessel, Wouters, 2012, pp. 159—60; Reisman, 1988,
pp. 373—7; Virally, 1983, pp. 166—327; Wouters et al., 2018, pp. 165—7]. The work of the UN
GGE between 2004 and 2017 made clear that international law applies to State behavior in cy-
berspace and brought together those States that actually are most engaged in cyber operations
(China, Russia, U.S.). Yet, the UN GGE ran into troubles in going from the whether to the how
[cf. Henriksen, 2019, p. 2]. At this moment in time, the UN faces a real risk that the splitting
up into two processes — with the current GGE and the OEWG — will make overall agreement
less likely, and drift further away from an international opinio juris. Regulating cybersecurity
is stalled more because of politics than because of law at the UN level, whereas the current
geopolitical momentum at the EU for regulation is high. In any case, advocating to exclusively
regulate cybersecurity sensu stricto at either the UN or the EU level is a false dichotomy. Rather,
synergies and cooperation should be sought. It would be highly regrettable if this proved impos-
sible due to political rivalries and contestation.
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